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Chapter 1. CORS Support

1.1. Why do I need CORS support?

By default, many browsers implement a same origin policy which prevents making requests to a resource, on an origin

that’s different from the source origin.

For example, a request originating from a page served from http:/www.opennms.org to a resource on

http://www.adventuresinoss.com would be considered a cross origin request.
CORS (Cross Origin Resource Sharing) is a standard mechanism used to enable cross origin requests.
For further details, see:

* Mozilla’s HTTP access control (CORS)

* W3C’s CORS Spec

1.2. How can I enable CORS support?

CORS support for the REST interface (or any other part of the Web UI) can be enabled as follows:
1. Open '$OPENNMS_HOME/jetty-webapps/opennms/WEB-INF/web.xml' for editing.

2. Apply the CORS filter to the '/rest/' path by removing the comments around the <filter-mapping> definition. The result
should look like:

<!-- Uncomment this to enable CORS support -->
<filter-mapping>
<filter-name>CORS Filter</filter-name>
<url-pattern>/rest/*</url-pattern>
</filter-mapping>

3. Restart OpenNMS Horizon

1.3. How can I configure CORS support?

CORS support is provided by the org.ebaysf.web.cors.CORSFilter servlet filter.

Parameters can be configured by modifying the filter definition in the 'web.xml' file referenced above.
By default, the allowed origins parameter is set to "*'.

The complete list of parameters supported are available from:

* https://github.com/ebay/cors-filter


http://www.opennms.org
http://www.adventuresinoss.com
https://developer.mozilla.org/en-US/docs/Web/HTTP/Access_control_CORS
http://www.w3.org/TR/cors/
https://github.com/ebay/cors-filter

Chapter 2. ReST API

A RESTful interface is a web service conforming to the REST architectural style as described in the book RESTful Web
Services. This page is describes the RESTful interface for OpenNMS Horizon.

2.1. ReST URL
The base URL for Rest Calls is: http://opennmsserver:8980/opennms/rest/

For instance, http://localhost:8980/opennms/rest/alarms/ will give you the current alarms in the system.

2.2. Authentication

Use HTTP Basic authentication to provide a valid username and password. By default you will not receive a challenge, so
you must configure your ReST client library to send basic authentication proactively.

2.3. Data format

Jersey allows ReST calls to be made using either XML or JSON. By default a request to the API is returned in XML. XML is
delivered without namespaces. Please note: If a namespace is added manually in order to use a XML tool to validate
against the XSD (like xmllint) it won’t be preserved when OpenNMS updates that file. The same applies to comments. To get
JSON encoded responses one has to send the following header with the request: Accept: application/json.

2.4. Standard Parameters
The following are standard params which are available on most resources (noted below)

Table 1. ReST standard parameter for resources

Paramet Description
er

Limit integer, limiting the number of results. This is particularly handy on events and notifications, where an
accidental call with no limit could result in many thousands of results being returned, killing either the client
or the server. If set to 0, then no limit applied

offset integer, being the numeric offset into the result set from which results should start being returned. E.g., if
there are 100 result entries, offset is 15, and limit is 10, then entries 15-24 will be returned. Used for
pagination

Filtering: All properties of the entity being accessed can be specified as parameters in either the URL (for GET) or the
form value (for PUT and POST). If so, the value will be used to add a filter to the result. By default, the operation is
equality, unless the comparator parameter is sent, in which case it applies to all comparisons in the filter. Multiple
properties will result in an AND operation between the filter elements. Available comparators are:

€q Checks for equality

ne Checks for non-equality

ilike Case-insensitive wildcarding (% is the wildcard)
Like Case-sensitive wildcarding (% is the wildcard)
gt Greater than

1t Less than

ge Greater than or equal


http://oreilly.com/catalog/9780596529260
http://oreilly.com/catalog/9780596529260
http://opennmsserver:8980/opennms/rest/
http://localhost:8980/opennms/rest/alarms/

Paramet Description
er

le Less than or equal

If the value null is passed for a given property, then the obvious operation will occur (comparator will be ignored for that

property). notnull is handled similarly.

* Ordering: If the parameter orderBy is specified, results will be ordered by the named property. Default is ascending,

unless the order parameter is set to desc (any other value will default to ascending)

2.5. Standard filter examples

Take /events as an example.

Resource

/events?eventUei=uei.opennms.org/inte
rnal/rtc/subscribe

/events?eventUei=uei.opennms.org/inte
rnal/rtc/subscribe&limit=0

/events?id=100&comparator=gt

/events?eventAckTime=notnull

/events?eventAckTime=notnull&id=100&c
omparator=gt&limit=20

/events?eventAckTime=2008-07-
28704:41:30.530%2B12:00&1d=100&compar
ator=gt&limit=20

/events?orderBy=id&order=desc

2.6. HTTP Return Codes

Description

would return the first 10 events with the rtc subscribe UE] (10 being the default
limit for events)

would return all the rtc subscribe events (potentially quite a few)

would return the first 10 events with an id greater than 100

would return the first 10 events that have a non-null Ack time (i.e. those that
have been acknowledged)

would return the first 20 events that have a non-null Ack time and an id greater
than 100. Note that the notnull value causes the comparator to be ignored for
eventAckTime

would return the first 20 events that have were acknowledged after 28th July
2008 at 4:41am (+12:00), and an id greater than 100. Note that the same
comparator applies to both property comparisons. Also note that you must URL
encode the plus sign when using GET.

would return the 10 latest events inserted (probably, unless you’ve been
messing with the id’s)

The following apply for OpenNMS Horizon 18 and newer.

o All the DELETE requests are going to return a 204 (NO_CONTENT) on success.

» All the PUT requests are going to return a 204 (NO_CONTENT) on success.

» All the POST requests that can either add or update an entity are going to return a 204 (NO_CONTENT) on success.

» All the POST associated to resource addition are going to return a 201 (CREATED) on success.

» All the POST requests where it is required to return an object will return a 200 (OK).

» All the requests excepts GET for the Requisitions end-point and the Foreign Sources Definitions end-point will return

202 (ACCEPTED). This is because all the requests are actually executed asynchronously and there is no way to know the

status of the execution, or wait until the processing is done.

» If aresource is not modified during a PUT request, a NOT_MODIFIED will be returned. A NO_CONTENT will be returned



only on a success operation.
» All GET requests are going to return 200 (OK) on success.

* All GET requests are going to return 404 (NOT_FOUND) when a single resource doesn’t exist; but will return 400
(BAD_REQUEST), if an intermediate resource doesn’t exist. For example, if a specific IP doesn’t exist on a valid node,
return 404. But, if the IP is valid and the node is not valid, because the node is an intermediate resource, a 400 will be

returned.

» If something not expected is received from the Service/DAO Layer when processing any HTTP request, like an
exception, a 500 (INTERNAL_SERVER_ERROR) will be returned.

* Any problem related with the incoming parameters, like validations, will generate a 400 (BAD_REQUEST).

2.7. Identifying Resources

Some endpoints deal in resources, which are identified by Resource IDs. Since every resource is ultimately parented under
some node, identifying the node which contains a resource is the first step in constructing a resource ID. Two styles are

available for identifying the node in a resource ID:

Style Description Example
node[ID] Identifies a node by its database ID, which is node[42]
always an integer
node[FS:FID] Identifies a node by its foreign_source name node[Servers:115da833-0957-4471-b496-
a731928c27dd]

and foreign-ID, joined by a single colon

The node identifier is followed by a period, then a resource-type name and instance name. The instance name’s

characteristics may vary from one resource-type to the next. A few examples:

Value Description

nodeSnmp[ ] Node-level (scalar) performance data for the node in question.
This type is the only one where the instance identifier is empty.

interfaceSnmp[eth0-04013f75f101] A layer-two interface as represented by a row in the SNMP ifTable.
The instance identifier is composed of the interface’s ifName and its
ifPhysAddress (if it has one).

dskIndex[_root_fs] The root filesystem of a node running the Net-SNMP management agent.
Putting it all together, here are a few well-formed resource IDs:

« node[1].nodeSnmp[ ]
« node[42].interfaceSnmp[eth@-04013f75f101]

» node[Servers:115da833-0957-4471-b496-a731928c27dd].dskIndex[_root_fs]

2.8. Currently Implemented Interfaces

2.8.1. Acknowledgements

the default offset is 0, the default limit is 10 results. To get all results, use 1imit=0 as a parameter on the
URL (ie, GET /acks?1imit=0).

NOTE



GETs (Reading Data)

Resource Description

/acks Get a list of acknowledgements.

/acks/count Get the number of acknowledgements. (Returns plaintext, rather than XML or
JSON.)

/acks/{id} Get the acknowledgement specified by the given ID.

POSTs (Setting Data)

Resource Description

/acks Creates or modifies an acknowledgement for the given alarm ID or notification
ID. To affect an alarm, set an alarmId< parameter in the URL-encoded POST
body; to affect a notification, set notifyId instead. An action parameter is also
required, and may be one of ack, unack, clear, or esc (escalate).

Usage examples with curl

Acknowledge notification #3

curl -u 'admin:admin' -X POST -d notifId=3 -d action=ack http://localhost:8980/opennms/rest/acks

Escalate alarm #42

curl -u 'admin:admin' -X POST -d alarmId=42 -d action=esc http://localhost:8980/opennms/rest/acks

2.8.2. Alarm Statistics

It is possible to get some basic statistics on alarms, including the number of acknowledged alarms, total alarms, and the

newest and oldest of acknowledged and unacknowledged alarms.

GETs (Reading Data)

Resource Description

/stats/alarms Returns statistics related to alarms. Accepts the same Hibernate parameters that
you can pass to the /alarms ReST service.

/stats/alarms/by-severity Returns the statistics related to alarms, one per severity. You can optionally pass
a list of severities to the severities query parameter to limit it to the specified
severities. (eg, GET /opennms/rest/stats/alarms/by-
severity?severities=MAJOR,CRITICAL).

2.8.3. Alarms

the default offset is 0, the default limit is 10 results. To get all results, use limit=0 as a parameter on the
URL (ie, GET /events?1limit=0).

NOTE

GETs (Reading Data)

Resource Description

/alarms Get a list of alarms.



Resource Description
/alarms/count Get the number of alarms. (Returns plaintext, rather than XML or JSON.)

/alarms/{id} Get the alarms specified by the given ID.
Note that you can also query by severity, like so:

Resource Description

/alarms?comparator=ge&severity=MINOR  Get the alarms with a severity greater than or equal to MINOR.

PUTs (Modifying Data)

PUT requires form data using application/x-www-form-urlencoded as a Content-Type.

Resource Description
/alarms/{id}?ack=""(true;false)"" Acknowledges (or unacknowledges) an alarm.
/alarms?x=y& &ack=""(true;false)'"  Acknowledges (or unacknowledges) alarms matching the additional query

parameters. eg, /alarms?node. id=4&ack=true

New in OpenNMS 1.11.0

In OpenNMS 1.11.0, some additional features are supported in the alarm ack API:

Resource Description

/alarms/{id}?clear=true Clears an alarm.

/alarms/{id}?escalate=true Escalates an alarm. eg, NORMAL  MINOR, MAJOR  CRITICAL, etc.
/alarms?x=y& &clear=true Clears alarms matching the additional query parameters.
/alarms?x=y& &escalate=true Escalates alarms matching the additional query parameters.

Additionally, when acknowledging alarms (ack=true) you can now specify an ackUser parameter. You will only be allowed
to ack as a different user IF you are PUTting as an authenticated user who is in the admin role.

2.8.4. Events
GETs (Reading Data)

Resource Description

/events Get a list of events. The default for offset is 0, and the default for limit is 10. To get all results, use
limit=0 as a parameter on the URL (ie, GET /events?1limit=0).

/events/count Get the number of events. (Returns plaintext, rather than XML or JSON.)

/events/{id} Get the event specified by the given ID.

PUTs (Modifying Data)

PUT requires form data using application/x-www-form-urlencoded as a Content-Type.



Resource Description

/events/{id}?ack=" Acknowledges (or unacknowledges) an event.

""(true;false)

/events?x=y& Acknowledges (or unacknowledges) the matching events.

&ack=""(true;fals
e)

POSTs (Adding Data)

POST requires XML (application/xml) or JSON (application/json) as its Content-Type.

TIP See ${OPENNMS_HOME}/share/xsds/event.xsd for the reference schema.

Resource

/events

2.8.5. Categories
GETs (Reading Data)

Resource

/categories
/categories/{category}

/categories/{category}/nodes/{node}

/categories/nodes/{node}
/categories/groups/{group}
POSTs (Adding Data)
Resource

/categories
PUTs (Modifying Data)

Resource
/categories/{category}

/cateqories/{category}/nodes/{node}

Description

Publish an event on the event bus.

Description
Get all configured categories.
Get the category specified by the given name.

Get the category specified by the given name for the given node (similar to
/nodes/{node}/categories/{category})

Get the categories for a given node (similar to /nodes/{node}/categories)

Get the categories for a given user group (similar to /groups/{group}/categories)

Description

Adds a new category.

Description
Update the specified category

Modify the category with the given node ID and name (similar to
/nodes/{node}/categories/{category})

/categories/{category}/groups/{group} Add the given category to the given user group (similar to

DELETEs (Removing Data)

Resource
/categories/{category}

/cateqories/{category}/nodes/{node}

/groups/{group}/categories/{category})

Description
Delete the specified category

Remove the given category from the given node (similar to
/nodes/{node}/categories/{category})



Resource Description

/categories/{category}/groups/{group} Remove the given category from the given user group (similar to
/groups/{group}/categories/{category})

2.8.6. Foreign Sources

ReSTful service to the OpenNMS Horizon Provisioning Foreign Source definitions. Foreign source definitions are used to

control the scanning (service detection) of services for SLA monitoring as well as the data collection settings for physical

interfaces (resources).

This API supports CRUD operations for managing the Provisioner’s foreign source definitions. Foreign source definitions

are POSTed and will be deployed when the corresponding requisition gets imported/synchronized by Provisiond.

If a request says that it gets the "active" foreign source, that means it returns the pending foreign source (being edited for

deployment) if there is one, otherwise it returns the deployed foreign source.

GETs (Reading Data)

Resource Description

/foreignSources Get all active foreign sources.

/foreignSources/default Get the active default foreign source.

/foreignSources/deployed Get the list of all deployed (active) foreign sources.

/foreignSources/deployed/count Get the number of deployed foreign sources. (Returns plaintext, rather than
XML or JSON.)

/foreignSources/{name} Get the active foreign source named {name}.

/foreignSources/{name}/detectors Get the configured detectors for the foreign source named {name}.

/fEE)re]iLgnSources/{name}/detectOI’S/{dEt Get the specified detector for the foreign source named {name}.
ector

/foreignSources/{name}/policies Get the configured policies for the foreign source named {name}.

/fﬁreignSources/{name}/poH cies/{poli Get the specified policy for the foreign source named {name}.
cy

POSTs (Adding Data)

POST requires XML using application/xml as its Content-Type.

Resource Description

/foreignSources Add a foreign source.

/foreignSources/{name}/detectors Add a detector to the named foreign source.

/foreignSources/{name}/policies Add a policy to the named foreign source.
PUTs (Modifying Data)

PUT requires form data using application/x-www-form-urlencoded as a Content-Type.

Resource Description

/foreignSources/{name} Modify a foreign source with the given name.



DELETEs (Removing Data)

Resource Description
/foreignSources/{name} Delete the named foreign source.

/fgre;gnSources/{name}/detectors/{det Delete the specified detector from the named foreign source.
ector

/f;)reignSources/{name}/poh’ cies/{poli Delete the specified policy from the named foreign source.
ey

2.8.7. Groups

Like users, groups have a simplified interface as well.

GETs (Reading Data)

Resource Description

/groups Get a list of groups.

/groups/{groupname} Get a specific group, given a group name.

/groups/{groupname}/users Get the users for a group, given a group name. (new in OpenNMS 14)

/groups/{groupname}/categories Get the categories associated with a group, given a group name. (new in
OpenNMS 14)

POSTs (Adding Data)
Resource Description
/groups Add a new group.
PUTs (Modifying Data)

Resource Description
/groups/{groupname} Update the metadata of a group (eg, change the comments field).

/groups/{groupname}/users/{username}  Add a user to the group, given a group name and username. (new in OpenNMS$

14)
/groups/{groupname}/categories/{categ Associate a category with the group, given a group name and category name.
oryname} (new in OpenNMS 14)
DELETEs (Removing Data)
Resource Description
/groups/{groupname} Delete a group.

/groups/{groupname}/users/{username} Remove a user from the group. (new in OpenNMS 14)

/groups/{groupname}/categories/{categ Disassociate a category from a group, given a group name and category name.
oryname} (new in OpenNMS 14)

2.8.8. Heatmap



GETs (Reading Data)

Resource

/heatmap/outages/categories

/heatmap/outages/foreignSources
/heatmap/outages/monitoredServices
/heatmap/outages/nodesByCategory/{cat
egory}

/heatmap/outages/nodesByForeignSource
/{foreignSource}

/heatmap/outages/nodesByMonitoredServ
ice/{monitoredService}

Resource

/heatmap/alarms/categories

/heatmap/alarms/foreignSources
/heatmap/alarms/monitoredServices

/heatmap/alarms/nodesByCategory/{cate
gory}

/heatmap/alarms/nodesByForeignSource/
{foreignSource}

/heatmap/alarms/nodesByMonitoredServi
ce/{monitoredService}

2.8.9. Categories

Description

Sizes and color codes based on outages for nodes grouped by Surveillance
Categories

Sizes and color codes based on outages for nodes grouped by Foreign Source

Sizes and color codes based on outages for nodes grouped by monitored
services

Sizes and color codes based on outages for nodes associated with a specific
Surveillance Category

Sizes and color codes based on outages for nodes associated with a specific
Foreign Source

Sizes and color codes based on outages for nodes providing a specific monitored
service

Description

Sizes and color codes based on alarms for nodes grouped by Surveillance
Categories

Sizes and color codes based on alarms for nodes grouped by Foreign Source
Sizes and color codes based on alarms for nodes grouped by monitored services

Sizes and color codes based on alarms for nodes associated with a specific
Surveillance Category

Sizes and color codes based on alarms for nodes associated with a specific
Foreign Source

Sizes and color codes based on alarms for nodes providing a specific monitored
service

Obtain or modify the status of a set of monitored services based on a given search criteria, based on nodes, IP interfaces,

Categories, or monitored services itself.

Examples:

» /ifservices?node.label=onms-prd-01

o /ifservices?ipInterface.ipAddress=192.168.32.140

o /ifservices?categoryname=Production

» /ifservices?status=A

GETs (Reading Data)

Resource

/ifservices

Example:

Description

Get all configured monitored services for the given search criteria.

10



Get the forced unmanaged services for the nodes that belong to the requisition named Servers:

curl -u admin:admin "http://localhost:8980/opennms/rest/ifservices?status=F&node.foreignSource=Servers"

PUTs (Modifying Data)

Resource Description
/ifservices/ Update all configured monitored services for the given search criteria.
Example:

Mark the ICMP and HTTP services to be forced unmanaged for the nodes that belong to the category Production:

curl -u admin:admin -X PUT "status=F&services=ICMP,HTTP"
"http://localhost:8980/opennms/rest/ifservices?category.name=Production”

2.8.10. KSC Reports

GETs (Reading Data)

Resource Description

/ksc Get a list of all KSC reports, this includes ID and label.
/ksc/{reportId} Get a specific KSC report, by ID.

/ksc/count Get a count of all KSC reports.

PUTs (Modifying Data)

Resource Description

/ksc/{reportId} Modify a report with the given ID.
POSTs (Creating Data)
Documentation incomplete see issue: NMS-7162

DELETEs (Removing Data)

Documentation incomplete see issue: NMS-7162

2.8.11. Maps

The SVG maps use ReST to populate their data. This is the interface for doing that.

GETs (Reading Data)

Resource Description

/maps Get the list of maps.

/maps/{id} Get the map with the given ID.

/maps/{id}/mapElements Get the elements (nodes, links, etc.) for the map with the given ID.
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POSTs (Adding Data)

Resource

/maps

PUTs (Modifying Data)

Resource

/maps/{id}

DELETEs (Removing Data)

Resource

/maps/{id}

2.8.12. Measurements API

Description

Add a map.

Description

Update the properties of the map with the given ID.

Description

Delete the map with the given ID.

The Measurements API can be used to retrieve collected values stored in RRD (or JRB) files and in Newts.

NOTE Unless specific otherwise, all unit of time are expressed in milliseconds.

GETs (Reading Data)

Resource

Description

/measurements/{resourceld}/{attribute Retrieve the measurements for a single attribute

}

The following table shows all supported query string parameters and their default values.

name

start

end

step

maxrows

aggregation

default

-14400000

300000

AVERAGE

comment

Timestamp in milliseconds.

If > 0, the timestamp is relative to the
UNIX epoch (January 1st 1970 00:00:00
AM).

If < 0, the timestamp is relative to the
end option (i.e.: default value is 4 hours
ago).

Timestamp in milliseconds. If <= 0, the
effective value will be the current
timestamp.

Requested time interval between rows.

Actual step may differ.

When using the measurements to
render a graph, this should be set to
the graph’s pixel width.

Consolidation function used. Can
typically be AVERAGE, MIN or MAX.
Depends on RRA definitions.

12



name default comment

fallback-attribute Secondary attribute that will be
queried in the case the primary
attribute does not exist.

Step sizes

The behavior of the step parameter changes based on time series strategy that is being used.

When using persistence strategies based on RRD, the available step sizes are limited to those defined by the RRA when the
file was created. The effective step size used will be one that covers the requested period, and is closest to the requested

step size. For maximum accuracy, use a step size of 1.

When using Newts, the step size can be set arbitrarily since the aggregation is performed at the time of request. In order to
help prevent large requests, we limit to the step size of a minimum of 5 minutes, the default collection rate. This value can

be decreased by setting the org.opennms.newts.query.minimum_step system property.

Usage examples with curl

Retrieve CPU counter metrics over the last 2 hours for node 1

curl -u admin:admin
"http://127.0.0.1:8980/0pennms/rest/measurements/node%5B1%5D.nodeSnmp%5B%5D/CpuRawlser?start=-
7200000&maxrows=30&aggregation=AVERAGE"

Response

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<query-response end="1425588138256" start="1425580938256" step="300000">
<columns>
<values>159.5957271523179</values>
<values>158.08531037527592</values>
<values>158.45835584842285</values>

</columns>

<labels>CpuRawUser</labels>
<timestamps>1425581100000</timestamps>
<timestamps>1425581400000</timestamps>
<timestamps>1425581700000</timestamps>

</query-response>

POSTs (Reading Data)

Resource Description

/measurements Retrieve the measurements for one or more attributes, possibly spanning
multiple resources, with support for JEXL expressions.

Here we use a POST instead of a GET to retrieve the measurements, which allows us to perform complex queries which are

difficult to express in a query string. These requests cannot be used to update or create new metrics.

An example of the POST body is available bellow.
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Usage examples with curl

Retrieve bits in and bits out metrics for a particular interface. Perform calculations on bits out, and only return the derived

values.

curl -X POST -H "Accept: application/json" -H "Content-Type: application/json" -u admin:admin -d
@report.json http://127.0.0.1:8980/0pennms/rest/measurements

Contents of report.json

{
"start": 1425563626316,
"end": 1425585226316,
"step": 10000,
"maxrows": 1600,
"source": [
{
"aggregation": "AVERAGE",
"attribute": "ifHCInOctets",
"label": "ifHCInOctets",
"resourceld": "nodeSource[Servers:1424038123222].interfaceSnmp[eth0-04013f75f101]",
"transient": "false"
Fo
{
"aggregation": "AVERAGE",
"attribute": "ifHCOutOctets",
"label": "ifHCOutOctets",
"resourceld": "nodeSource[Servers:1424038123222].1interfaceSnmp[eth0-04013f75f101]",
"transient": "true"
}
P
"expression": [
{
"label": "ifHCOutOctetsNeg",
"value": "-1.0 * ifHCOutOctets",
"transient": "false"
3
]
}

14



Response

"step": 300000,
"start": 1425563626316,
"end": 1425585226316,
"timestamps": [
1425563700000,
1425564000000,
1425564300000,

IE

"labels": [
"ifHCInOctets",
"1fHCOutOctetsNeg"

]

I
olumns": [

{

"values": [
139.94817275747508,
199.0062569213732,
162.6264894795127,

"values": [
-151.66179401993355,
-214.7415503875969,
-184.9012624584718,

2.8.13. Nodes

Note: the default offset is 0, the default limit is 10 results. To get all results, use limit=0 as a parameter on the URL (ie, GET
/nodes?limit=0).

Additionally, anywhere you use "id" in the queries below, you can use the foreign source and foreign ID separated by a
colon instead (ie, GET /nodes/fs:fid).

GETs (Reading Data)

Resource Description

/nodes Get a list of nodes. This includes the ID and node label.
/nodes/{id} Get a specific node, by ID.

/nodes/{id}/ipinterfaces Get the list of IP interfaces associated with the given node.

/nodes/{id}/ipinterfaces/{ipAddress}  Get the IP interface for the given node and IP address.

/nodes/{id}/ipinterfaces/{ipAddress}/ Get the list of services associated with the given node and IP interface.
services

/nodes/{id}/ipinterfaces/{ipAddress}/ Get the requested service associated with the given node, IP interface, and
services/{service} service name
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Resource Description

/nodes/{id}/snmpinterfaces Get the list of SNMP interfaces associated with the given node.
/nodes/{id}/snmpinterfaces/{ifIndex}  Get the specific interface associated with the given node and ifIndex.
/nodes/{id}/categories Get the list of categories associated with the given node.
/nodes/{id}/categories/{categoryName} Get the category associated with the given node and category name.

/nodes/{id}/assetRecord Get the asset record associated with the given node.

POSTs (Adding Data)

POST requires XML using application/xml as its Content-Type.

Resource Description

/nodes Add a node.

/nodes/{id}/ipinterfaces Add an IP interface to the node.

gggﬁzéiid}/ipi nterfaces/{ipAddress}/ Add a service to the interface for the given node.
/nodes/{id}/snmpinterfaces Add an SNMP interface to the node.
/nodes/{id}/categories Add a category association to the node.

PUTs (Modifying Data)

PUT requires form data using application/x-www-form-urlencoded as a Content-Type.

Resource Description
/nodes/{id} Modify a node with the given ID.
/nodes/{id}/ipinterfaces/{ipAddress} Modify the IP interface with the given node ID and IP address.

/nodes/{id}/ipinterfaces/{ipAddress}/ Modify the service with the given node ID, IP address, and service name.
services/{service}

/nodes/{id}/snmpinterfaces/{ifIndex} Modify the SNMP interface with the given node ID and ifIndex.

/nodes/{id}/categories/{categoryName} Modify the category with the given node ID and name.

DELETEs (Removing Data)

Perform a DELETE to the singleton URLs specified in PUT above to delete that object.

2.8.14. Notifications

Note: the default offset is 0, the default limit is 10 results. To get all results, use 1imit=0 as a parameter on the URL (ie, GET

/events?1limit=0).

GETs (Reading Data)

Resource Description

/notifications Get a list of notifications.

/notifications/count Get the number of notifications. (Returns plaintext, rather than XML or JSON.)
/notifications/{id} Get the notification specified by the given ID.
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To acknowledge or unacknowledge a notification, use the acks endpoint — see Acknowledgements.

2.8.15. Outage Timelines
GETs (Reading Data)

Resource Description
/header/{start}/{end}/{width} Generate the timeline header

/image/{nodeId}/{ipAddress}/{serviceN Generate the timeline image
ame}/{start}/{end}/{width}

/empty/{start}/{end}/{width} Generate an empty timeline for non-monitored services

/html/{nodeId}/{ipAddress}/{serviceNa Generate the raw HTML for the image
me}/{start}/{end}/{width}

2.8.16. Outages

GETs (Reading Data)

Resource Description

/outages Get a list of outages.

/outages/count Get the number of outages. (Returns plaintext, rather than XML or JSON.)
/outages/{id} Get the outage specified by the given ID.

/outages/forNode/{nodeld} Get the outages that match the given node ID.

2.8.17. Requisitions

RESTful service to the OpenNMS Horizon Provisioning Requisitions. In this API, these "groups" of nodes are aptly named

and treated as requisitions.

This current implementation supports CRUD operations for managing provisioning requisitions. Requisitions are first
POSTed and no provisioning (import/synchronize) operations are taken. This is done so that a) the XML can be verified and
b) so that the operations can happen at a later time. They are moved to the deployed state (put in the active requisition

repository) when an import is run.

If a request says that it gets the active requisition, that means it returns the pending requisition (being edited for
deployment) if there is one, otherwise it returns the deployed requisition. Note that anything that says it
adds/deletes/modifies a node, interface, etc. in these instructions is referring to modifying that element from the requisition

not from the database itself. That will happen upon import/synchronization.
You may write requisition data if the authenticated user is in the provision, rest, or admin roles.

GETs (Reading Data)

Resource Description

/requisitions Get all active requisitions.

/requisitions/count Get the number of active requisitions. (Returns plaintext, rather than XML or
JSON.)

/requisitions/deployed Get the list of all deployed (active) requisitions.
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Resource

/requisitions/deployed/count

/requisitions/{name}
/requisitions/{name}/nodes

/requisitions/{name}/nodes/{foreignld

/requisitions/{name}/nodes/{foreignld
}/interfaces

/requisitions/{name}/nodes/{foreignld
}/interfaces/{ipAddress}

/requisitions/{name}/nodes/{foreignId
}/interfaces/{ipAddress}/services

/requisitions/{name}/nodes/{foreignId
}/interfaces/{ipAddress}/services/{se
rvice}

/requisitions/{name}/nodes/{foreignld
}/categories

/requisitions/{name}/nodes/{foreignId
}/categories/{categoryName}

/requisitions/{name}/nodes/{foreignId
}/assets

/requisitions/{name}/nodes/{foreignld
}/assets/{assetName}

Description

Get the number of deployed requisitions. (Returns plaintext, rather than XML or
JSON.)

Get the active requisition for the given foreign source name.
Get the list of nodes being requisitioned for the given foreign source name.

Get the node with the given foreign ID for the given foreign source name.

Get the interfaces for the node with the given foreign ID and foreign source
name.

Get the interface with the given IP for the node with the specified foreign ID
and foreign source name.

Get the services for the interface with the specified IP address, foreign ID, and
foreign source name.

Get the given service with the specified IP address, foreign ID, and foreign
source name.

Get the categories for the node with the given foreign ID and foreign source
name.

Get the category with the given name for the node with the specified foreign ID
and foreign source name.

Get the assets for the node with the given foreign ID and foreign source name.

Get the value of the asset for the given assetName for the node with the given
foreign ID and foreign source name.

POSTs (Adding Data or Updating existing Data)

NOTE Expects JSON/XML

Resource
/requisitions

/requisitions/{name}/nodes

/requisitions/{name}/nodes/{foreignld
}/interfaces

/requisitions/{name}/nodes/{foreignld
}/interfaces/{ipAddress}/services

/requisitions/{name}/nodes/{foreignId
}/cateqories

/requisitions/{name}/nodes/{foreignld
}/assets

PUTs (Modifying Data)

NOTE Expects form-urlencoded

Resource

/requisitions/{name}/import

Description
Adds (or replaces) a requisition.

Adds (or replaces) a node in the specified requisition. This operation can be
very helpful when working with [[Large Requisitions]].

Adds (or replaces) an interface for the given node in the specified requisition.

Adds (or replaces) a service on the given interface in the specified requisition.

Adds (or replaces) a category for the given node in the specified requisition.

Adds (or replaces) an asset for the given node in the specified requisition.

Description

Performs an import/synchronize on the specified foreign source. This turns the
"active" requisition into the "deployed" requisition.
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Resource Description

/requisitions/{name}/import?rescanExi Pperforms an import/synchronize on the specified foreign source. This turns the

sting=false "active" requisition into the "deployed" requisition. Existing nodes will not be
scanned until the next rescan interval, only newly-added nodes will be. Useful if
you’re planning on making a series of changes.

/requisitions/{name} Update the specified foreign source.

/requisitions/{name}/nodes/{foreignld Update the specified node for the given foreign source.

/requisitions/{name}/nodes/{foreignld Update the specified IP address for the given node and foreign source.
}/interfaces/{ipAddress}

DELETEs (Removing Data)
Resource Description
/requisitions/{name} Delete the pending requisition for the named foreign source.
/requisitions/deployed/{name} Delete the active requisition for the named foreign source.

;requi sitions/{name}/nodes/{foreignld Delete the node with the given foreign ID from the given requisition.

/requisitions/{name}/nodes/{foreignld Delete the IP address from the requisitioned node with the given foreign ID and
}/interfaces/{ipAddress} foreign source.

/requisitions/{name}/nodes/{foreignld Delete the service from the requisitioned interface with the given IP address,
}/interfaces/{ipAddress}/services/{se foreign ID and foreign source
rvice} ’

/requisitions/{name}/nodes/{foreignld Delete the category from the node with the given foreign ID and foreign source.
}/categories/{category}

/requisitions/{name}/nodes/{foreignld Delete the field from the requisition’s nodes asset with the given foreign ID and
}assets/{field} foreign source.

2.8.18. Resources API

The Resources API can be used to list or delete resources at the node level and below. This service is especially useful in

conjunction with the Measurements API.

GETs (Reading Data)

Resource Description

/resources Retrieve the full tree of resources in the system (expensive, use with care)
/resources/{resourceld} Retrieve the tree of resources starting with the named resource ID
/resources/fornode/{nodeCriteria} Retrieve the tree of resources for a node, given its database ID or foreign-

source:foreign-ID tuple

DELETEs (Removing Data)
Resource Description
/resources/{resourceld} Delete resource with the named resource ID, and all its child resources, if any

The following table shows all supported query string parameters and their default values.
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name default comment

depth varies GET only.
Limits the tree depth for retrieved
resources.
Defaults to 1 when listing all resources,
or to -1 (no limit) when listing a single
resource.

Usage examples with curl

Retrieve the tree of resources rooted at the node with database ID 1, by resource ID

curl -u admin:admin "http://127.0.0.1:8980/0opennms/rest/resources/node%5B1%5D"

20



Response

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<resource id="node[1]"
label="anode"
name="1"
link="element/node.jsp?node=1"
typeLabel="Node">
<children count="11" totalCount="11">
<resource id="node[1].nodeSnmp[]"
label="Node-level Performance Data"
name=""
typelLabel="SNMP Node Data"
parentId="node[1]">
<children/>
<stringPropertyAttributes/>
<externalValueAttributes/>
<rrdGraphAttributes>
<entry>
<key>loadavgl</key>
<value name="loadavgl"
relativePath="snmp/1"
rrdFile="1oadavgl.jrb"/>
</entry>
<key>tcpActiveOpens</key>
<value name="tcpActiveOpens"
relativePath="snmp/1"
rrdFile="tcpActiveOpens.jrb"/>
</entry>
<entry>
<key>memTotalFree</key>
<value name="memTotalFree"
relativePath="snmp/1"
rrdFile="memTotalFree.jrb"/>
</entry>

</rrdGraphAttributes>
</resource>
<resource id="node[1].interfaceSnmp[lo]"
label="1o0 (10 Mbps)"
name="10"
link="element/snmpinterface.jsp?node=1&ifindex=1"
typelabel="SNMP Interface Data"
parentId="node[1]">
<children/>
<stringPropertyAttributes>
<entry>
<key>ifName</key>
<value>lo</value>
</entry>

</stringPropertyAttributes>
<externalValueAttributes>
<entry>
<key>ifSpeed</key>
<value>10000000</value>
</entry>
<entry>
<key>ifSpeedFriendly</key>
<value>10 Mbps</value>
</entry>
</externalValueAttributes>
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<rrdGraphAttributes>
<entry>
<key>ifHCInOctets</key>
<value name="1ifHCInOctets"
relativePath="snmp/1/10"
rrdFile="ifHCInOctets.jrb"/>
</entry>
<entry>
<key>ifHCOutOctets</key>
<value name="ifHCOutOctets"
relativePath="snmp/1/10"

rrdFile="ifHCOutOctets.jrb"/>
</entry>

</rrdGraphAttributes>
</resource>

</children>

<stringPropertyAttributes/>

<externalValueAttributes/>

<rrdGraphAttributes/>
</resource>

Retrieve the tree of resources rooted at the node with database ID 1, without having to construct a resource ID

curl -u admin:admin "http://127.0.0.1:8980/0pennms/rest/resources/fornode/1"

Retrieve the tree of resources rooted at the node with foreign-ID node4?2 in requisition Servers, by resource ID

curl -u admin:admin "http://127.0.0.1:8980/0opennms/rest/resources/nodeSource%5BServers:node42%5D"

Retrieve the tree of resources rooted at the node with foreign-ID node4?2 in requisition Servers, without having to construct a

resource ID

curl -u admin:admin "http://127.0.0.1:8980/0pennms/rest/resources/fornode/Servers:node42"

2.8.19. Realtime Console data

The Realtime Console (RTC) calculates the availability for monitored services. Data provided from the RTC is available to
the ReST APIL

GETs (Reading Data)

Resource Description

/availability/categories/{category}  Get all nodes and availability data from a given SLA category filter, i.e. Web
Servers (Web+Servers)

/gvailabili ty/categories/{category}/n Get node availability data for each node of a given SLA category filter
odes

/gvaj}abél}g/categories/{category}/n Get detailed service availability for a given node in a given SLA category filter
odes/{node

/availability/nodes/{nodeId} Get detailed availability for all services on a given node
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Example

curl -u demo:demo http://demo.opennms.org/opennms/rest/availability/categories/Web+Servers
curl -u demo:demo http://demo.opennms.org/opennms/rest/availability/categories/nodes

curl -u demo:demo http://demo.opennms.org/opennms/rest/availability/categories/nodes/31
curl -u demo:demo http://demo.opennms.org/opennms/rest/availability/nodes/31

2.8.20. Scheduled Outages
GETs (Reading Data)

Paramet Description
er

/sched-  to get a list of configured scheduled outages.
outages

/sched-  to get the details of a specific outage.
outages/{

outageNam

e}

POSTs (Setting Data)

Paramet Description

er
/sched-  to add a new outage (or update an existing one).
outages

PUTs (Modifying Data)

Paramet Description
er

/sched-  to add a specific outage to a collectd’s package.
outages/{

outageNam
e}/collec
td/{packa
ge}

/sched- o add a specific outage to a pollerd’s package.
outages/{

outageNam
e}/poller
d/{packag
e}

/sched-  to add a specific outage to a threshd’s package.
outages/{

outageNam
e}/thresh
d/{packag
e}

/sched-  to add a specific outage to the notifications.
outages/{

outageNam
e}/notifd

DELETEs (Removing Data)
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Paramet Description
er

/sched-  to delete a specific outage.
outages/{

outageNam

e}

/sched-  to remove a specific outage from a collectd’s package.
outages/{

outageNam
e}/collec
td/{packa
ge}

/sched-  to remove a specific outage from a pollerd’s package.
outages/{

outageNam
e}/poller
d/{packag
e}

/sched-  to remove a specific outage from a threshd’s package.
outages/{

outageNam
e}/thresh
d/{packag
e}

/sched-  to remove a specific outage from the notifications.
outages/{

outageNam
e}/notifd

2.8.21. SNMP Configuration

You can edit the community string, SNMP version, etc. for an IP address using this interface. If you make a change that
would overlap with an existing snmp-config.xml, it will automatically create groups of <definition /> entries as necessary. If

no <definition /> entry is created it matches the defaults.
There are different versions of the interface (see below). The following operations are supported:

GETs (Reading Data)

Paramet Description
er

/snmpConf  Get the SNMP configuration for a given IP address.
ig/{ipAdd
ressy

PUTs (Modifying Data)

Paramet Description
er

/snmpConf  Add or update the SNMP configuration for a given IP address.
ig/{ipAdd
ressy

Determine API version

To determine the version of the API running in your OpenNMS Horizon type
http://localhost:8980/opennms/rest/snmpConfig/1.1.1.1 in your browser and have a look at the output:

» Version 1: If the output only have attributes community, port, retries, timeout and version
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http://localhost:8980/opennms/rest/snmpConfig/1.1.1.1

» Version 2: If there are more attributes than described before (e.g. max Repetitions)

API Version 1

In version 1 only a few attributes defined in snmp-config.xsd are supported. These are defined in snmp-info.xsd:

<xs:schema
xmlns:tns="http://xmlns.opennms.org/xsd/config/snmp-info"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified"
version="1.0"
targetNamespace="http://xmlns.opennms.org/xsd/config/snmp-info">
<xs:element name="snmp-info" type="tns:snmpInfo"/>
<xs:complexType name="snmpInfo">
<XS:sequence>
<xs:element name="community" type="xs:string" minOccurs="0"/>
<xs:element name="port" type="xs:int"/>
<xs:element name="retries" type="xs:int"/>
<xs:element name="timeout" type="xs:int"/>
<xs:element name="version" type="xs:string" minOccurs="0"/>
</Xs:isequence>
</xs:complexType>
</xs:schema>

The following table shows all supported attributes, optional restrictions and the mapping between snmp-info.xsd and snmp-

config.xsd. All parameters can be set regardless the version.

attribute snmp- attribute snmp- default restricted to version restriction
info.xml config.xml
version version vl - "v1", "v2c" or "v3" are

valid arguments.
If an invalid or empty
argument is provided

"v1" is used.
port port 161 - Integer > 0
retries retry 1 - Integer >0
timeout timeout 3000 - Integer > 0
community read-community public - any string with a

length >=1

Example 1:

curl -v -X PUT -H "Content-Type: application/xml" \
-H "Accept: application/xml" \
-d "<snmp-info>
<community>yRuSonoZ</community>
<port>161</port>
<retries>1</retries>
<timeout>2000</timeout>
<version>v2c</version>
</snmp-info>" \
-u admin:admin http://localhost:8980/opennms/rest/snmpConfig/10.1.1.1

Creates or updates a <definition/>-entry for IP address 10.1.1.1 in snmp-config.xml.
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Example 2:

curl -v -X GET -u admin:admin http://localhost:8980/opennms/rest/snmpConfig/10.1.1.1

Returns the SNMP configuration for IP address 10.1.1.1 as defined in example 1.

API Version 2

Since  Version 2 all  attributes of a  <definition /> entry  defined in snmp-config.xsd
(http://xmlns.opennms.org/xsd/config/snmp) can be set or get via the interface - except it is only possible to set the

configuration for one IP address and not for a range of IP addresses. This may change in the future.

The interface uses SnmplInfo objects for communication. Therefore it is possible to set for example v1 and v3 parameters in
one request (e.g. readCommunity String and privProtocol String). However OpenNMS Horizon does not allow this. It is only
allowed to set attributes which have no version restriction (e.g. timeout value) or the attributes which are limited to the
version (e.g. readCommunity String if version is v1/v2c). The same is for getting data from the API, even if it is possible to
store vl and v3 parameters in one definition block in the snmp-config.xml manually, the ReST API will only return the

parameters which match the version. If no version is defined, the default is assumed (both in PUT and GET requests).

The SnmpInfo schema is defined as follows:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema
elementFormDefault="qualified"
version="1.0"
targetNamespace="http://xmlns.opennms.org/xsd/config/snmp-info"
xmlns:tns="http://xmlns.opennms.org/xsd/config/snmp-info"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="snmp-info" type="tns:snmpInfo"/>
<xs:complexType name="snmpInfo">
<Xs:sequence>
<xs:element name="authPassPhrase" type="xs:string" minOccurs="0"/>
<xs:element name="authProtocol" type="xs:string" minOccurs="0"/>
<xs:element name="community" type="xs:string" minOccurs="0"/>
<xs:element name="contextEngineId" type="xs:string" minOccurs="0"/>
<xs:element name="contextName" type="xs:string" minOccurs="0"/>
<xs:element name="engineId" type="xs:string" minOccurs="0"/>
<xs:element name="enterpriseld" type="xs:string" minOccurs="0"/>
<xs:element name="maxRepetitions" type="xs:int" minOccurs="0"/>
<xs:element name="maxRequestSize" type="xs:int" minOccurs="0"/>
<xs:element name="maxVarsPerPdu" type="xs:int" minOccurs="0"/>
<xs:element name="port" type="xs:int" minOccurs="0"/>
<xs:element name="privPassPhrase" type="xs:string" minOccurs="0"/>
<xs:element name="privProtocol" type="xs:string" minOccurs="0"/>
<xs:element name="proxyHost" type="xs:string" minOccurs="0"/>
<xs:element name="readCommunity" type="xs:string" minOccurs="0"/>
<xs:element name="retries" type="xs:int" minOccurs="0"/>
<xs:element name="securitylevel" type="xs:int" minOccurs="0"/>
<xs:element name="securityName" type="xs:string" minOccurs="0"/>
<xs:element name="timeout" type="xs:int" minOccurs="0"/>
<xs:element name="version" type="xs:string" minOccurs="0"/>
<xs:element name="writeCommunity" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:ischema>
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The following table shows all supported attributes, the mapping between snmp-info.xsd and snmp-config.xsd. It also shows

the version limitations, default values and the restrictions - if any.

attribute attribute snmp-config.xml
snmp-
info.xml

default restricted to version

restrictio version
n

version v1

- "v1", "v2c" or "v3" are valid arguments.
If an invalid or empty argument is provided "v1" is used.

port port
161 =

Integer > retries
0

retry 1

- Integer >0
timeout  timeout
3000 -

Integer > maxVarsPerPdu
0

max- 10
vars-per-
pdu

= Integer > 0

maxRepe max-repetitions
titions

2 o

Integer > maxRequestSize
0

max- 65535
request-
size

- Integer >0

proxyHos proxy-host

t
readCommunity
read- public
communi
ty
vl, v2c
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attribute
snmp-
info.xml

writeCom
munity

private

security-
name

v3

securityL
evel

noAuthN
oPriv

attribute snmp-config.xml

write-community

vl, v2c
securityName

opennmsUser

security-level

v3
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attribute attribute snmp-config.xml
snmp-
info.xml

Integer  authPassPhrase
value,
which
can be
null, 1, 2,
or 3.
<ul><li>1
means
noAuthN
oPriv</li>
<li>2
means
authNoPr
iv</li><li>
3 means
authPriv
</li></ul>
If you do
not set
the
security
level
manually
itis
determin
ed
automati
cally:
<ul><li>if
no
authPass
Phrase
set the
securityL
evel is
1</li><li>i
fa
authPass
Phrase
and no
privPassP
hrase is
set the
security
level is
2.</li><li>
ifa
authPass
Phrase
and a
privPassP
hrase is
set the
security
level is
3.</li></ul
>

auth- Op3nNMSv3
passphra
se
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attribute
snmp-
info.xml

v3

authProt
ocol

MD5

only MD5
or SHA
are valid
argument
S

privacy-
passphra
se

v3

privProto
col

DES

only DES,
AES,
AES192
or
AES256
are valid
argument
S.

engine-id
v3

contextE
ngineld

context-
name

v3

enterpris
eld

attribute snmp-config.xml

auth-protocol

v3

privPassPhrase

Op3nNMSv3

privacy-protocol

v3

engineld

context-engine-id

v3

contextName

enterprise-id

v3
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Example 1:

curl -v -X PUT -H "Content-Type: application/xml" \
-H "Accept: application/xml" \
-d "<snmp-info>
<readCommunity>yRuSonoZ</readCommunity>
<port>161</port>
<retries>I</retries>
<timeout>2000</timeout>
<version>v2c</version>
</snmp-info>" \
-u admin:admin http://localhost:8980/opennms/rest/snmpConfig/10.1.1.1

Creates or updates a <definition/>-entry for IP address 10.1.1.1 in snmp-config.xml.

Example 2:

curl -v -X GET -u admin:admin http://localhost:8980/opennms/rest/snmpConfig/10.1.1.1

Returns the SNMP configuration for IP address 10.1.1.1 as defined in example 1.

Example 3:

curl -v -X PUT -H "Content-Type: application/xml" \

-H "Accept: application/xml" \

-d "<snmp-info>
<readCommunity>yRuSonoZ</readCommunity>
<port>161</port>
<retries>1</retries>
<timeout>2000</timeout>
<version>vi</version>
<securityName>secret-stuff</securityName>
<engineld>engineld</engineld>

</snmp-info>" \

-u admin:admin http://localhost:8980/opennms/rest/snmpConfig/10.1.1.1

Creates or updates a <definition/>-entry for IP address 10.1.1.1 in snmp-config.xml ignoring attributes securityName and

engineld

Example 4:

curl -v -X PUT -H "Content-Type: application/xml" \

-H "Accept: application/xml" \

-d "<snmp-info>
<readCommunity>yRuSonoZ</readCommunity>
<port>161</port>
<retries>1</retries>
<timeout>2000</timeout>
<version>v3</version>
<securityName>secret-stuff</securityName>
<engineld>engineld</engineld>

</snmp-info>" \

-u admin:admin http://localhost:8980/opennms/rest/snmpConfig/10.1.1.1

Creates or updates a <definition/>-entry for IP address 10.1.1.1 in snmp-config.xml ignoring attribute readCommunity.
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2.8.22. Users
Since users are not currently stored in the database, the ReST interface for them is not as full-fledged as that of nodes, etc.

You cannot wuse hibernate criteria for filtering. You may need to touch the
IMPORTANT $OPENNMS_HOME/etc/users.xml file on the filesystem for any addition or modification actions to take
effect (see NMS-6469 for details).

GETs (Reading Data)

Paramet Descrip