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Chapter 1. Data Choices

The Data Choices module collects and publishes anonymous usage statistics to
https://stats.opennms.org.

When a user with the Admin role logs into the system for the first time, they will be prompted as to
whether or not they want to opt-in to publish these statistics. Statistics will only be published once
an Administrator has opted-in.

Usage statistics can later be disabled by accessing the 'Data Choices' link in the 'Admin’ menu.

When enabled, the following anonymous statistics will be collected and publish on system startup
and every 24 hours after:

System ID (a randomly generated UUID)

OpenNMS Meridian Release

OpenNMS Meridian Version

OS Architecture

* OS Name
* OS Version

1. Number of Alarms in the alarms table

2. Number of Events in the events table

3. Number of IP Interfaces in the ipinterface table
4. Number of Nodes in the node table
5

. Number of Nodes, grouped by System OID


https://stats.opennms.org

Chapter 2. User Management

Users are entities with login accounts in the OpenNMS Meridian system. Ideally each user
corresponds to a person. An OpenNMS Meridian User represents an actor which may be granted
permissions in the system by associating Security Roles. OpenNMS Meridian stores by default User
information and credentials in a local embedded file based storage. Credentials and user details,
e.g. contact information, descriptions or Security Roles can be managed through the Admin Section
in the Web User Interface.

Beside local Users, external authentication services including LDAP / LDAPS, RADIUS, and SSO can
be configured. Configuration specifics for these services are outside the scope of this section.

The following paragraphs describe how to manage the embedded User and Security Roles in
OpenNMS Meridian.

2.1. Users

Managing Users is done through the Web User Interface and requires to login as a User with
administrative permissions. By default the admin user is used to initially create and modify Users.
The User, Password and other detail descriptions are persisted in users.xml file. It is not required to
restart OpenNMS Meridian when User attributes are changed.

In case administrative tasks should be delegated to an User the Security Role named ROLE_ADMIN
can be assigned.

Don’t delete the admin and rtc user. The RTC user is used for the communication of
A the Real-Time Console on the start page to calculate the node and service
availability.

o Change the default admin password to a secure password.

How to set a new password for any user

1. Login as a User with administrative permissions

2. Choose Configure OpenNMS from the user specific main navigation which is named as your
login user name

. Choose Configure Users, Groups and On-Call roles and select Configure Users

3
4. Click the Modify icon next to an existing User and select Reset Password
5. Set a new Password, Confirm Password and click OK

6

. Click Finish to persist and apply the changes

How users can change their own password

1. Login with user name and old password

2. Choose Change Password from the user specific main navigation which is named as your login
user name


https://wiki.opennms.org/wiki/Spring_Security_and_LDAP
https://wiki.opennms.org/wiki/Spring_Security_and_Radius
https://wiki.opennms.org/wiki/Single_Sign_On

3
4
5
6

. Select Change Password
. Identify yourself with the old password and set the new password and confirm
. Click Submit

. Logout and login with your new password

How to create or modify user

1

2.

. Login as a User with administrative permissions

Choose Configure OpenNMS from the user specific main navigation which is named as your
login user name

Choose Configure Users, Groups and On-Call roles and select Configure Users

Use Add new user and type in a login name as User ID and a Password with confirmation or
click Modify next to an existing User

Optional: Fill in detailed User Information to provide more context information around the new
user in the system

Optional: Assign Security Roles to give or remove permissions in the system

Optional: Provide Notification Information which are used in Notification targets to send
messages to the User

Optional: Set a schedule when a User should receive Notifications

Click Finish to persist and apply the changes

By default a new User has the Security Role similar to ROLE_USER assigned.
Acknowledgment and working with Alarms and Notifications is possible. The
Configure OpenNMS administration menu is not available.

How to delete existing user

1
2.

2

A

Login as a User with administrative permissions

Choose Configure OpenNMS from the user specific main navigation which is named as your
login user name

Choose Configure Users, Groups and On-Call roles and select Configure Users
Use the trash bin icon next to the User to delete

Confirm delete request with OK

.2. Security Roles

Security Roles is a set of permissions and can be assigned to an User. They regulate access to the

Web User Interface and the ReST API to exchange monitoring and inventory information. In case of
a distributed installation, the Remote Poller instances interact with OpenNMS Meridian and require
specific permissions which are defined in the Security Role ROLE_REMOTING. The following
Security Roles are available:

Table 1. Functions and existing system roles in OpenNMS Meridian



Security Role
Name

anyone

ROLE_ANONYMO
Us

ROLE_ADMIN

ROLE_ASSET EDI
TOR

ROLE_DASHBOA
RD

ROLE_DELEGATE

ROLE_JMX

ROLE_MOBILE

ROLE_PROVISIO
N

ROLE_READONL
Y

ROLE_REMOTIN
G

ROLE_REST

ROLE_RTC

ROLE_USER

Description

In case the opennms-webapp-remoting package is installed, any user can download
the Java Webstart installation package for the remote poller from
http://opennms.server:8980/opennms-remoting/webstart/app.jnlp.

Allows HTTP OPTIONS request to show allowed HTTP methods on a ReST
resources and the login and logout page of the Web User Interface.

Permissions to create, read, update and delete in the Web User Interface and
the ReST API.

Permissions to just update the asset records from nodes.

Allow users to just have access to the Dashboard.

Allows actions (such as acknowledging an alarm) to be performed on behalf of
another user.

Allows retrieving JMX metrics but does not allow executing MBeans of the
OpenNMS Meridian JVM, even if they just return simple values.

Allow user to use OpenNMS COMPASS mobile application to acknowledge
Alarms and Notifications via the ReST APIL

Allow user to use the Provisioning System and configure SNMP in OpenNMS
Meridian to access management information from devices.

Limited to just read information in the Web User Interface and are no
possibility to change Alarm states or Notifications.

Permissions to allow access from a Remote Poller instance to exchange
monitoring information.

Allow users interact with the whole ReST API of OpenNMS Meridian

Exchange information with the OpenNMS Meridian Real-Time Console for
availability calculations.

Default permissions of a new created user to interact with the Web User
Interface which allow to escalate and acknowledge Alarms and Notifications.

How to manage Security Roles for Users:

1. Login as a User with administrative permissions

2. Choose Configure OpenNMS from the user specific main navigation which is named as your
login user name

3. Choose Configure Users, Groups and On-Call roles and select Configure Users

4. Modify an existing User by clicking the modify icon next to the User


http://opennms.server:8980/opennms-remoting/webstart/app.jnlp

5. Select the Role from Available Roles in the Security Roles section
6. Use Add and Remove to assign or remove the Security Role from the User
7. Click Finish to persist and apply the Changes

8. Logout and Login to apply the new Security Role settings

How to add custom roles

* Create a file called $OPENNMS_HOME/etc/security-roles.properties.

* Add a property called roles, and for its value, a comma separated list of the custom roles, for
example:

roles=operator,stage

» After following the procedure to associate the security roles with users, the new custom roles
will be available as shown on the following image:

User Password
Aeset Password

User Information

Full Name: operator

Comments: An operator user

Security Roles: Available Roles Currently in User
ROLE_MINION
a0y -

| ROLE_OPERATOR
HL) LI

ROLE_READONLY

ROLE_REMOTING

ROLE_REST

HE BTG

N ROLE STAGE |
RULE_USER

w Add « Remove

:imagesdir: ../../images

2.3. Web Ul Pre-Authentication

It is possible to configure OpenNMS Meridian to run behind a proxy that provides authentication,
and then pass the pre-authenticated user to the OpenNMS Meridian webapp using a header.

The pre-authentication configuration is defined in $OPENNMS_HOME/jetty-webapps/opennms/WEB-



INF/spring-security.d/header-preauth.xml. This file is automatically included in the Spring Security
context, but is not enabled by default.

DO NOT configure OpenNMS Meridian in this manner unless you are certain the

A web Ul is only accessible to the proxy and not to end-users. Otherwise, malicious
attackers can craft queries that include the pre-authentication header and get full
control of the web UI and ReST APIs.

2.3.1. Enabling Pre-Authentication

Edit the header-preauth.xml file, and set the enabled property:

<beans:property name="enabled" value="true" />

2.3.2. Configuring Pre-Authentication

There are a number of other properties that can be set to change the behavior of the pre-
authentication plugin.

Property Description Default

enabled Whether the pre-authentication false
plugin is active.

failOnError If true, disallow login if the false
header is not set or the user
does not exist. If false, fall
through to other mechanisms
(basic auth, form login, etc.)

userHeader The HTTP header that will X-Remote-User
specify the user to authenticate
as.

credentialsHeader A comma-separated list of

additional credentials (roles)
the user should have.



Chapter 3. Administrative Webinterface

3.1. Surveillance View

When networks are larger and contain devices of different priority, it becomes interesting to show
at a glance how the "whole system" is working. The surveillance view aims to do that. By using
categories, you can define a matrix which allows to aggregate monitoring results. Imagine you have
10 servers with 10 internet connections and some 5 PCs with DSL lines:

Server Internet
S Connections

Super important 10f10 0o0f10
Slightly important 0 0of 10 0 o0f 10
Vanity 40f10 0Oof10
The whole idea is to give somebody at a glance a hint on where the trouble is. The matrix-type of
display allows a significantly higher aggregation than the simple list. In addition, the surveillance
view shows nodes rather than services - an important tidbit of information when you look at

categories. At a glance, you want to know how many of my servers have an issue rather than how
many services in this category have an issue.

Home = Surveillance

Surveillance view: default | default o)
default PROD TEST DEV

Routers 0of8 00of0 00of 0

Switches 0of1 00of0 00of0

Servers l 10f 17 00of0 00of 0

Figure 1. Example of a configured Surveillance View
The visual indication for outages in the surveillance view cells is defined as the following:

* No services down: green as normal
* One (1) service down: yellow as warning

e More than one (1) services down: red as critical

This Surveillance View model also builds the foundation of the Dashboard View.

3.1.1. Default Surveillance View Configuration

Surveillance Views are defined in the surveillance-views.xml file. This file resides in the OpenNMS
Meridian etc directory.

This file can be modified in a text editor and is reread every time the Surveillance
o View page is loaded. Thus, changes to this file do not require OpenNMS Meridian to
be restarted.



The default configuration looks like this:

<?xml version="1.0" encoding="UTF-8"7>
<surveillance-view-configuration
xmlns:this="http://www.opennms.org/xsd/config/surveillance-views"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.opennms.org/xsd/config/surveillance-views
http://www.opennms.org/xsd/config/surveillance-views.xsd"
default-view="default" >
<views >
<view name="default" refresh-seconds="300" >
<rows>
<row-def label="Routers" >
<category name="Routers"/>
</row-def>
<row-def label="Switches" >
<category name="Switches" />
</row-def>
<row-def label="Servers" >
<category name="Servers" />
</row-def>
</rows>
<columns>
<column-def label="PROD" >
<category name="Production" />
</column-def>
<column-def label="TEST" >
<category name="Test" />
</column-def>
<column-def label="DEV" >
<category name="Development" />
</column-def>
</columns>
</view>
</views>
</surveillance-view-configuration>

g Please note, that the old report-category attribute is deprecated and is no longer
supported.

3.1.2. Configuring Surveillance Views

The Surveillance View configuration can also be modified using the Surveillance View Configurations
editor on the OpenNMS Meridian Admin page.



Home ' Admin = Surveillance Views Config Web Ul

Surveillance View Configurations

Add

NAME ~ EDIT REMOVE PREVIEW DEFAULT

dashboard-user Edit Remove Preview
default Edit Remove Preview

noc-group Edit Remove Preview

Figure 2. The Surveillance View Configurations Ul

This page gives an overview of the configured Surveillance Views and allows the user to edit,
remove or even preview the defined Surveillance View. Furthermore, the default Surveillance View
can be selected using the checkbox in the DEFAULT column.

When editing a Surveillance View the user has to define the view’s title and the time in seconds
between successive refreshes. On the left side of this dialog the defined rows, on the right side the
defined columns are listed. Beside adding new entries an user can modify or delete existing entries.
Furthermore, the position of an entry can be modified using the up/down buttons.

Surveillance view configuration

Title | default

Refresh seconds | 300

ROWS COLUMNS
Add Add
Routers PROD
Switches TEST
Servers DEV

ESXi Servers
OpenStack Infrastructure
Storage Devices

Power Devices

Cancel Save

Figure 3. Editing a Surveillance View

Editing row or column definitions require to choose an unique label for this entry and at least one
OpenNMS Meridian category. When finished you can hit the Save button to persist your modified
configuration or Cancel to close this dialog.

3.1.3. Categorizing Nodes

In order to categorize nodes in the Surveillance View, choose a node and click Edit beside
Surveillance Category Memberships. Recalling from your Surveillance View, choose two categories
that represent a column and a row, for example, Servers and Test, then click Add.

3.1.4. Creating Views for Users and Groups

You can use user and group names for Surveillance Views. When the Surveillance View page is
invoked the following criteria selects the proper Surveillance View to be displayed. The first



matching item wins:

1. Surveillance View name equal to the user name they used when logging into OpenNMS
Meridian.

2. Surveillance View name equal to the user’s assigned OpenNMS Meridian group name

3. Surveillance View name equal to the default-view attribute in the surveillance-views.xml
configuration file.

3.2. Dashboard

In Network Operation Centers NOC an overview about issues in the network is important and often
described as Dashboards. Large networks have people (Operator) with different responsibilities
and the Dashboard should show only information for a given monitoring context. Network or
Server operator have a need to customize or filter information on the Dashboard. A Dashboard as
an At-a-glance overview is also often used to give an entry point for more detailed diagnosis
through the information provided by the monitoring system. The Surveillance View allows to reduce
the visible information by selecting rows, columns and cells to quickly limit the amount of
information to navigate through.

3.2.1. Components

The Dashboard is built with five components:

Surveillance View: Allows to model a monitoring context for the Dashboard.

Alarms: Shows unacknowledged Alarms which should be escalated by an Operator.

* Notifications: Shows outstanding and unacknowledged notifications sent to Engineers.

Node Status: Shows all ongoing network Outages.

* Resource Graph Viewer: Shows performance time series reports for performance diagnosis.

The following screenshot shows a configured Dashboard and which information are displayed in
the components.

10
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Figure 4. Dashboard with configured surveillance view and current outage

The following section describe the information shown in each component. All other components
display information based on the Surveillance View.

Surveillance View

The Surveillance View has multiple functions.

» Allows to model the monitoring context and shows service and node Outages in compact matrix
view.

* Allows to limit the number of information in the Dashboard by selecting rows, columns and
cells.

You can select columns, rows, single cells and of course all entries in a Surveillance View. Please
refer to the Surveillance View Section for details on how to configure Surveillance Views.

Surveillance view: default

default

¢
PROD TEST DEV
Routers 0of8 0of0 00of0
Switches 0of1 00of0 00of0
Servers 10of 17 0of0

0of0

Figure 5. The Surveillance View forms the basis for the Dashboard page.

Alarms

The Alarms component gives an overview about all unacknowledged Alarms with a severity higher

than Normal(1). Acknowledged Alarms will be removed from the responsibility of the Operator. The
following information are shown in:

11



Node Severity UEI Count Last Time Log Msg

A twe-rr-nc-2-la-ca Minor uei i Down 1 Apr 16, 2016 4:35:05 PM Interface 24.43.181.105 is down.

A twe-rr-nc-2-la-ca Minor uei i Down 1 Apr 16, 2016 4:35:05 PM Interface 24.93.73.62 is down.

A\ cartman.internal.opennms.com Warning uei. ‘threshold/highT! 8 Apr 15, 2016 1:42:25 PM High threshold exceeded for SNMP datasource ns-dskPercent on interface

172.20.1.10, parms: label="/home" ds="ns-dskPercent" description="Trigge
r an alert when the percentage of disk space used on any disk reaches or g
oes above 90% full for two consecutive measurement intervals” value="94"
instance="3" instanceLabel="home" resourceld="node[9].dskindex[home]" t
hreshold="90.0" trigger="2" rearm="75.0"

Figure 6. Information displayed in the Alarms component

Node: Node label of the node the Alarm is associated
Severity: Severity of the Alarm
UEI: Shows the UEI of the Alarm

1.
2.
3.
4. Count: Number of Alarms deduplicated by the reduction key of the Alarm
5. Last Time: Time for the last occurrence of the Alarm

6.

Log Msg: The log message from the Event which is the source for this Alarm. It is specified in the
event configuration file in <logmsg />

The Alarms component shows the most recent Alarms and allows the user to scroll through the last
100 Alarms.

Notifications

To inform people on a duty schedule notifications are used and force action to fix or reconfigure
systems immediately. In OpenNMS Meridian it is possible to acknowledge notifications to see who is
working on a specific issue. The Dashboard should show outstanding notifications in the NOC to
provide an overview and give the possibility for intervention.

Notifications

Node Service Message Sent Time ¥ Responder Respond Time
A 192.168.31.202 VMwareCim-Host The VMwareCim-HostSystem service poll on interface 192.168.31.202 (192. Apr 17, 2016 5:28:01 PM auto-acknowledge Apr 17, 2016 5:28:33 PM
System 168.31.202) on node 192.168.31.202 failed at Sunday, April 17, 2016 5:28: d
00 PM CEST.
A gitlab.informatik.hs-fulda.de (193. SSH The SSH service poll on interface 2001:638:301:11a1:250:56ff:feb3:92df (20 Apr 17, 2016 5:04:12 PM auto-acknowledge Apr 17, 2016 5:04:40 PM
29.49) 01:0638:0301:11a1:0250:56ff: i ) on node gitlab.i ik.hs-fulda. d
de (193.174.29.49) failed at Sunday, April 17, 2016 5:04:10 PM CEST.
A gitlab.informatik.hs-fulda.de (193. SSH The SSH service poll on interface gitlab.informatik.hs-fulda.de (193.174.29.4 Apr 17, 2016 4:03:47 PM auto-acknowledge Apr 17, 2016 4:04:16 PM
29.49) 9) on node gitlab.informatik.hs-fulda.de (193.174.29.49) failed at Sunday, A d

pril 17, 2016 4:03:46 PM CEST.

Figure 7. Information displayed in the Notifications component

. Node: Label of the monitored node the notification is associated with
. Service: Name of the service the notification is associated with

. Message: Message of the notification

1

2

3

4. Sent Time: Time when the notification was sent

5. Responder: User name who acknowledged the notification
6

. Response Time: Time when the user acknowledged the notification

The Notifications component shows the most recent unacknowledged notifications and allows the
user to scroll through the last 100 Notifications.
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Node Status

An acknowledged Alarm doesn’t mean necessarily the outage is solved. To give an overview
information about ongoing Outages in the network, the Dashboard shows an outage list in the Node
Status component.

Node 4 Current Outages 24 Hour Availability

barbrady.internal.opennms.com 0of 11 100.000%

biggayal.internal.opennms.com 0of3 100.000%

butters.internal.opennms.com 0of 5 100.000%

cartman.internal.opennms.com 00f 20 100.000%

connect.opennms.com 0of 7 100.000%

Figure 8. Information displayed in the Node Status component

1. Node: Label of the monitored node with ongoing outages.

2. Current Outages: Number of services on the node with outages and total number of monitored
services, e.g. with the natural meaning of "3 of 3 services are affected".

3. 24 Hour Availability: Availability of all services provided by the node calculated by the last 24
hours.

Resource Graph Viewer

To give a quick entry point diagnose performance issues a Resource Graph Viewer allows to
navigate to time series data reports which are filtered in the context of the Surveillance View.

Resource Graphs

Node: mrhat.internal.opennms.com Response Time: 172.20.1.3

ICMP Response Time
20m

18m
16m
1l4m

12m

Seconds

1.0m

0.8m

0.6 m

0.4 m

11:05 11:10 11:15 11:50 11:55 12:00
-ResponseTime Avg : 983.83u Min : 331.95u Max : 1.82m

Figure 9. Show time series based performance with the Resource Graph Viewer

It allows to navigate sequentially through resource graphs provided by nodes filtered by the
Surveillance View context and selection and shows one graph report at a time.

3.2.2. Advanced configuration

The Surveillance View component allows to model multiple views for different monitoring contexts.
It gives the possibility to create special view as example for network operators or server operators.
The Dashboard shows only one configured Surveillance View. To give different users the possibility
using their Surveillance View fitting there requirements it is possible to map a logged in user to a
given Surveillance View used in the Dashboard.

The selected nodes from the Surveillance View are also aware of User Restriction Filter. If you have
a group of users, which should see just a subset of nodes the Surveillance View will filter nodes
which are not related to the assigned user group.
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The Dashboard is designed to focus, and therefore also restrict, a user’s view to devices of their
interest. To do this, a new role was added that can be assigned to a user that restricts them to
viewing only the Dashboard if that is intended.

Using the Dashboard role

The following example illustrates how this Dashboard role can be used. For instance the user
drv4doe is assigned the dashboard role. So, when logging in as drv4doe, the user is taking directly to
the Dashboard page and is presented with a custom Dashboard based on the drv4doe Surveillance
View definition.

Step 1: Create an user

The following example assigns a Dashboard to the user "drv4doe" (a router and switch jockey) and
restricts the user for navigation to any other link in the OpenNMS Meridian WebUI.

Home / Admin Users and Groups User List < New User

Please enter a user ID and password below

User ID: drvddoe

Password: | e

Confirm Password: | cteeo

OK Cancel

Figure 10. Creating the user drv4doe using the OpenNMS Meridian WebUI

Step 2: Change Security Roles

Now, add the ROLE_PROVISION role to the user through the WebUI or by manually editing the
users.xml file in the /opt/opennms/etc directory for the user drv4doe.

14



Modify User: drvddoe

User Password
Reset Password

User Information

Full Name: Dashboard User
Comments:
/4
Security Roles: Available Roles Currently in User

ROLE_ADMIN ROLE_DASHBOARD
ROLE_ASSET_EDITOR
ROLE_JMX
ROLE_MOBILE

ROLE_PROVISION
ROLE_READONLY
ROLE_REMOTING
ROLE_REST
ROLE_RTC
ROLE_USER

» Add « Remove

Figure 11. Adding dashboard role to the user drvidoe using the OpenNMS Meridian WebUI

<user>

<user-id>drv4doe</user-id>

<full-name>Dashboard User</full-name>

<password
salt="true">6F0ipbhgZsUwDhdzdPUVV5UhkSxdbZT1q8M5LXWG5586eDPa7BFizirjXEfV/srK</password
>

<role>ROLE_DASHBOARD</role>
</user>

Step 3: Define Surveillance View

Edit the $OPENNMS_HOME/etc/surveilliance-view.xml file to add a definition for the user drv4doe,
which you created in step 1.
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<?xml version="1.0" encoding="UTF-8"?>
<surveillance-view-configuration
xmlns:this="http://www.opennms.org/xsd/config/surveillance-views"
xmlns:xsi="http://www.w3.0rqg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.opennms.org/xsd/config/surveillance-views
http://www.opennms.org/xsd/config/surveillance-views.xsd"
default-view="default" >
<views >
<view name="drv4doe" refresh-seconds="300" >
<rows>
<row-def label="Servers" >
<category name="Servers"/>
</row-def>
</rows>
<columns>
<column-def 1label="PROD" >
<category name="Production" />
</column-def>
<column-def label="TEST" >
<category name="Test" />
</column-def>
</columns>
</view>
<!-- default view here -->
<view name="default" refresh-seconds="300" >
<rows>
<row-def label="Routers" >
<category name="Routers"/>
</row-def>
<row-def label="Switches" >
<category name="Switches" />
</row-def>
<row-def label="Servers" >
<category name="Servers" />
</row-def>
</rows>
<columns>
<column-def 1label="PROD" >
<category name="Production" />
</column-def>
<column-def 1label="TEST" >
<category name="Test" />
</column-def>
<column-def label="DEV" >
<category name="Development" />
</column-def>
</columns>
</view>
</views>
</surveillance-view-configuration>



This configuration and proper assignment of node categories will produce a default Dashboard for
all users, other than drv4doe.

You can hide the upper navigation on any page by specifying ?quiet=true; adding
(r) it to the end of the OpenNMS Meridian URL. This is very handy when using the
et dashboard on a large monitor or tv screen for office wide viewing.

However, when logging in as drv4doe, the user is taking directly to the Dashboard page and is
presented with a Dashboard based on the custom Surveillance View definition.

o The drv4doe user is not allowed to navigate to URLs other than the dashboard.jsp
URL. Doing so will result in an Access Denied error.

Anonymous dashboards

You can modify the configuration files for the security framework to give you access to one or more
dashboards without logging in. At the end you&#8217;1l be able to point a browser at a special URL
like <code><a href="http://&#8230;&#8203;/opennms/dashboard1” class="bare">http://&#8230;&#
8203;/opennms/dashboard1</a></code> or <code><a
href="http://&#8230;&#8203;/opennms/dashboard2" class="bare">http://&#8230;&#8203;/opennms/
dashboard2</a></code> and see a dashboard without any authentication. First, configure
surveillance views and create dashboard users as above. For example, make two dashboards and
two users called <code>dashboardl</code> and <code>dashboard2</code>. Test that you can log in
as each of the new users and see the correct dashboard. Now create some aliases you can use to
distinguish between dashboards. In <code>/opt/opennms/jetty-webapps/opennms/WEB-INF</code>,
edit <code>web.xml</code>. Just before the first <code>&lt;servlet-mapping&gt;</code> tag, add the
following servlet entries:

<servlet>
<servlet-name>dashboardi</servliet-name>
<jsp-file>/dashboard.jsp</jsp-file>
</servlet>

<servlet>
<servlet-name>dashboard2</servlet-name>

<jsp-file>/dashboard.jsp</jsp-file>
</servlet>

Just before the first <error-page> tag, add the following servlet-mapping entries:
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<servlet-mapping>
<servlet-name>dashboardi1</servlet-name>
<url-pattern>/dashboardi</url-pattern>
</servlet-mapping>

<servlet-mapping>
<servlet-name>dashboard2</servlet-name>
<url-pattern>/dashboard2</url-pattern>
</servlet-mapping>

After the last <filter-mapping> tag, add the following filter-mapping entries:

<filter-mapping>
<filter-name>AddRefreshHeader-120</filter-name>
<url-pattern>/dashboard.jsp</url-pattern>

</filter-mapping>

<filter-mapping>
<filter-name>AddRefreshHeader-120</filter-name>
<url-pattern>/dashboardi</url-pattern>

</filter-mapping>

<filter-mapping>
<filter-name>AddRefreshHeader-120</filter-name>
<url-pattern>/dashboard2</url-pattern>

</filter-mapping>

Next edit applicationContext-acegi-security.xml to enable anonymous authentication for the
/dashboard1 and /dashboard? aliases. Near the top of the file, find <bean id="filterChainProxy" -=->.
Below the entry for /rss.jsp*, add an entry for each of the dashboard aliases:
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<bean id="filterChainProxy" class="org.acegisecurity.util.FilterChainProxy">
<property name="filterInvocationDefinitionSource">
<value>
CONVERT_URL_TO_LOWERCASE_BEFORE_COMPARISON
PATTERN_TYPE_APACHE _ANT

/rss.jsp*=httpSessionContextIntegrationFilter,logoutFilter,authenticationProcessingFil
ter,basicProcessingFilter,securityContextHolderAwareRequestFilter,anonymousProcessingF
ilter,basicExceptionTranslationFilter,filterInvocationInterceptor

/dashboard1*=httpSessionContextIntegrationFilter,logoutFilter,securityContextHolderAwa
reRequestFilter,dashT1AnonymousProcessingFilter,filterInvocationInterceptor

/dashboard2*=httpSessionContextIntegrationFilter,logoutFilter,securityContextHolderAwa
reRequestFilter,dash2AnonymousProcessingFilter,filterInvocationInterceptor

/**=httpSessionContextIntegrationFilter,logoutFilter,authenticationProcessingFilter,ba
sicProcessingFilter,securityContextHolderAwareRequestFilter,anonymousProcessingFilter,
exceptionTranslationFilter,filterInvocationInterceptor

About halfway through the file, look for <bean id="filterInvocationInterceptor" :-:>. Below the
entry for /dashboard.jsp, add an entry for each of the aliases:

<bean id="filterInvocationInterceptor" class=
"org.acegisecurity.intercept.web.FilterSecurityInterceptor">

/frontpage.htm=ROLE_USER,ROLE_DASHBOARD
/dashboard.jsp=ROLE_USER,ROLE_DASHBOARD
/dashboard1=ROLE_USER,ROLE_DASHBOARD
/dashboard2=ROLE_USER,ROLE_DASHBOARD
/gwt.js=ROLE_USER,ROLE_DASHBOARD

Finally, near the bottom of the page, add a new instance of AnonymousProcessingFilter for each alias.
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<!-- Set the anonymous username to dashboardl so the dashboard page
can match it to a surveillance view of the same name. -->
<bean id="dash1AnonymousProcessingFilter" class=
"org.acegisecurity.providers.anonymous.AnonymousProcessingFilter">
<property name="key"><value>foobar</value></property>
<property name="userAttribute"><value>dashboard1,ROLE_DASHBOARD</value></property>
</bean>

<bean id="dash2AnonymousProcessingFilter" class=
"org.acegisecurity.providers.anonymous.AnonymousProcessingFilter">
<property name="key"><value>foobar</value></property>
<property name="userAttribute"><value>dashboard2,ROLE_DASHBOARD</value></property>
</bean>

Restart OpenNMS Meridian and you should bring up a dashboard at <code><a
href="http://&#8230;&#8203;/opennms/dashboard1"” class="bare">http://&#8230;&#8203;/opennms/
dashboardi1</a></code> without logging in.

a There’s no way to switch dashboards without closing the browser (or deleting the
JSESSIONID session cookie).

If you accidentally click a link that requires full user privileges (e.g. Node List),
you’ll be given a login form. Once you get to the login form, there’s no going back

A to the dashboard without restarting the browser. If this problem bothers you, you
can set ROLE_USER in addition to ROLE_DASHBOARD in your userAttribute property.
However this will give full user access to anonymous browsers.

3.3. Grafana Dashboard Box

Grafana provides an API key which gives access for 3rd party application like OpenNMS Meridian.
The Grafana Dashboard Box on the start page shows dashboards related to OpenNMS Meridian. To
filter relevant dashboards, you can use a tag for dashboards and make them accessible. If no tag is
provided all dashboards from Grafana will be shown.

The feature is by default deactivated and is configured through opennms.properties. Please note that
this feature works with the Grafana API v2.5.0.

Quick access to Grafana dashboards from the OpenNMS Meridian start page
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‘wpziNMS

mecdaniels.internal.opennms.com has 1 alarm
{15 hours)

mephesto.internal.opennms.com has 1 alarm
{18 hours)

twe-rr-ne-2-la-ca has 2 alarms (18 hours)

stanford.internal.opennms.com has 1 alarm
{23 hours)

uglybob.internal.opennms.com has 1 alarm
(2 days)

atlgate has 2 alarms (2 days)

cartman.internal.opennms.com has 1 alarm

{2 days)

Search

Avallabiiity Over the Past 24 Hours

Info -

Status =

Categories Outages Availability

Network Interfaces 0 of 125 100.000%
Web Servers 0 of 51 100.000%
Email Servers Dof14 99.995%
DNS and DHGP Servers Oof9 100.000%
Database Servers Oof 0 100.000%
JMX Servers Oof 0 100.000%
Software Update 3of 22 86.609%
Other Servers Oof 71 100.000%
Total Qutages Availability

timmy.internal.opennms.com has 1 alarm (2 days)

mephesto.intermnal.opennms.com (18 hours)
twe-rr-ne-2-la-ca (18 hours)
stanford.internal.opennms.com (23 hours)
uglybob.internal.opennms.com (2 days)
medaniels.internal.opennms.com (4 days)

Overall Service Availability 6 of 339

Table 2. Grafana Dashboard configuration properties
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If you have Grafana behind a proxy it is important the
O org.opennms.grafanaBox.hostname is reachable. This host name is used to generate
links to the Grafana dashboards.

The process to generate an Grafana API Key can be found in the HTTP API documentation. Copy the
API Key to opennms.properties as org.opennms.grafanaBox.apiKey.

3.4. Operator Board

In a network operation center (NOC) the Ops Board can be used to visualize monitoring
information. The monitoring information for various use-cases are arranged in configurable
Dashlets. To address different user groups it is possible to create multiple Ops Boards.

There are two visualisation components to display Dashlets:

* Ops Panel: Shows multiple Dashlets on one screen, e.g. on a NOC operators workstation

* Ops Board: Shows one Dashlet at a time in rotation, e.g. for a screen wall in a NOC

Dashlet Dashlet
Dashlet Dashlet
Ops Panel

Figure 12. Concept of Dashlets displayed in Ops Panel
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Dashlet —

Ops Board

Figure 13. Concept to show Dashlets in rotation on the Ops Board

3.4.1. Configuration

To create and configure Ops Boards administration permissions are required. The configuration
section is in admin area of OpenNMS Meridian and named Ops Board Config Web Ui.

23



HO

I
=z

OpenNMS System

System Configuration
Configure Users, Groups and On-Call Roles

Provisioning

Manage Provisioning Requisitions

Impert and Export Assat Information

Manage Surveillance Categories

Configure Discovery

Configure SNMP Community Names by IP Address
Manually Add an Interface

Delete Nodes

Event Management

Manually Send an Event
Configure Notifications
Customize Event Configurations

Notification Status: @ On () Of = Update
Service Monitoring

Configure Scheduled Outages
Manage and Unmanage Interfaces and Services

Performance Measurement

Configure SNMP Collections and Data Collection Groups
Configure SNMP Data Collection per Interface
Configure Thresholds

Distributed Monitoring

Manage Monitoring Locations
Manage Applications
Manage Remate Pollers
Manage Minions

Additional Tools

Instrumentation Log Reader
SNMP MIB Compiler

Surveillance Views Configuration
JMX Gonfiguration Generator

Apr 17,2016 16:540EST.

Search Info - Status « Repaorts « Dashboards Maps - .I.ind\gu -

Descriptions
Detailed Documentation on all options can be found on the OpeniMS wiki.

‘Configure Users, Groups and On-Call Roles: Add, modify or delete existing users. Groups contain users. Roles
are built from groups and provide a mechanism to implement calendar-based on-call staff rotations. (User: A
person, Group: Administrators, Role: On Duty Staff)

Manage Provisioning Requisitions: Add nodes, interfaces and services to OpenNMS based partly or completely
‘on the contents of a Requisition rather than strictly by having OpenhNMS discover the netwark.

Import and Export Asset Information: Export and import data into OpenNMS's asset inventory. The comma-
delimited file format is supported by most spreadsheet and database applications.

Manage Surveillance Categories: Manage surveillance categories (also known as node categories) and edit the
list of nodes belonging to each category.

‘Configure y: Setup the IP
'scan periodically in order to detect new nodes.

{individual and/or ranges) that you want GpenNMS to

Manually Add an Interface: Trigger a scan of an |Pv4 or IPv6 interface. If the IP address of the interface is
contained in the IP address tables of an existing node, the interface will be added into the node. Otherwise, a new
nade will be created.

Delete Nodes: Permanently delete nodes from the database.
Manually Send an Event: Allows you to build a specific event and send it to the system.

‘Configure Notifications: Create and manage notification escalation plans, called destination paths. A destination
path Is associated to an OpenNMS event. Each path can have any arbitrary number of escalations or targets
(users, groups, on-call roles) and can send notices through email, pagers, et cetera. Each destination path can be
triggered by any number of OpenNMS events and may further be associated with specific interfaces or services.

‘Customize Event Configurations: Add and edit configuration files for events definitions.

Notification Status: Notifications will be sent out only If this setting is switched 1o On. This is a system-wide
setting. As long as this is Off, OpenNMS will not create notifications. The current status of notifications is reflected
by the bell icon in the upper right-hand corner of every OpenNMS screen.

‘Configure Scheduled Outages: Add and edit scheduled outages. You can pause notifications, polling,
thresholding and data collection {or any combination of the four) for any interface/node for any time.

‘Configure SNMP Community Names by IP Address: Configure the Community String used in SNMP Data
Collection and other SNMP operations. OpenNMS is shipped with 2 community string of “public®. If you have set
a different read community on your devices you must put it here to be able to collect data from these devices.

Manage and Unmanage Interfaces and Services: \anaging an interface or service means that OpenNMS
performs tests on this interface or service. If you want to explicitly enable or disable testing you can set that up
here. A typical case is if a web server is listening on both an internal and an external interface. If you manage the
service on both interfaces, you will get two naotifications if it fails. If you want only one, unmanage the service on
one of the interfaces.

Manage SNMP Collections and Data Collection Groups: Manage SNMP Collections and the content of the files
for data collection groups.

‘Configure SNMP Data Collection per Interface: This interface will allow you to configure which IP and non-IP
interfaces are used in SNMP Data Collection.

Figure 14. Navigation to the Ops Board configuration

Create or modify Ops Boards is described in the following screenshot.

CHORIZON
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Apr17, 201616:160EST.
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Home =~ Admin = Ops Board Configuration
Overview NOC-Mailsystem x = ®
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Alarm Details
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Charts E—
Title  |mage

Duration 15i : |
KSC

Map
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Summary
Surveillance
Topology
URL

Boost-Duration |0

Boost-Priority |0 .

( Properties .
e ()

OpenNMS Copyright © 2002-2016 The OpenNMS Group, Inc. OpenNMS® is a registered trademark of The OpenNMS Group, Inc.

Figure 15. Adding a Dashlet to an existing Ops Board

1. Create a new Ops Board to organize and arrange different Dashlets

2. The name to identify the Ops Board

3. Add a Dashlet to show OpenNMS Meridian monitoring information
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Show a preview of the whole Ops Board
List of available Dashlets

Priority for this Dashlet in Ops Board rotation, lower priority means it will be displayed more

often

7. Duration in seconds for this Dashlet in the Ops Board rotation

8. Change Priority if the Dashlet is in alert state, this is optional and maybe not available in all

Dashlets

9. Change Duration if the Dashlet is in alert state, it is optional and maybe not available in all

Dashlets

10. Configuration properties for this Dashlet

11. Remove this Dashlet from the Ops Board

12. Order Dashlets for the rotation on the Ops Board and the tile view in the Ops Panel

13. Show a preview for the whole Ops Board

The configured Ops Board can be used by navigating in the main menu to Dashboard — Ops Board.
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stanford.internal.opennms.com (22 hours)
uglybob.internal.opennms.com (2 days)
mcdaniels.internal.opennms.com (4 days)

deme.opennms.org/opennmsfvaadin-wallboard

Figure 16. Navigation to use the Ops Board

3.4.2. Dashlets

TCP/IP Address like:

Search

Providing service:

Visualization of information is implemented in Dashlets. The different Dashlets are described in

this section with all available configuration parameter.

To allow filter information the Dashlet can be configured with a generic Criteria Builder.

Alarm Details

This Alarm-Details Dashlet shows a table with alarms and some detailed information.



Table 3. Information of the alarms

Field Description

Alarm ID OpenNMS Meridian ID for the alarm

Severity Alarm severity (Cleared, Indeterminate, Normal, Warning, Minor, Major, Critical)
Node label Node label of the node where the alarm occurred

Alarm count Alarm count based on reduction key for deduplication
Last Event Time Last time the alarm occurred

Log Message Reason and detailed log message of the alarm

The Alarm Details Dashlet can be configured with the following parameters.

Boost support Boosted Severity

Configuration Criteria Builder

Alarms

This Alarms Dashlet shows a table with a short alarm description.
Table 4. Information of the alarm

Field Description

Time Absolute time since the alarm appeared

Node label Node label of the node where the alarm occurred

UEI OpenNMS Meridian Unique Event Identifier for this alarm

The Alarms Dashlet can be configured with the following parameters.

Boost support Boosted Severity

Configuration Criteria Builder

Charts

This Dashlet displays an existing Chart.

Boost support  false
Chart Name of the existing chart to display
Maximize Width Rescale the image to fill display width

Maximize Height Rescale the image to fill display height
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Grafana

This Dashlet shows a Grafana Dashboard for a given time range. The Grafana Dashboard Box
configuration defined in the opennms.properties file is used to access the Grafana instance.

Boost support false

title Title of the Grafana dashboard to be displayed
uri URI to the Grafana Dashboard to be displayed
from Start of time range

to End of time range

Image

This Dashlet displays an image by a given URL.

Boost support false
imagelrl URL with the location of the image to show in this Dashlet
maximizeHeight Rescale the image to fill display width

maximizeWidth Rescale the image to fill display height

KSC

This Dashlet shows an existing KSC report. The view is exact the same as the KSC report is build
regarding order, columns and time spans.

Boost support false

KSC-Report  Name of the KSC report to show in this Dashlet

Map

This Dashlet displays the geographical map.

Boost false
support
search Predefined search for a subset of nodes shown in the geographical map in this
Dashlet
RRD

This Dashlet shows one or multiple RRD graphs. It is possible to arrange and order the RRD graphs
in multiple columns and rows. All RRD graphs are normalized with a given width and height.

Boost support  false
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Columns Number of columns within the Dashlet

Rows Number of rows with the Dashlet

KSC Report Import RRD graphs from an existing KSC report and re-arrange them.
Graph Width Generic width for all RRD graphs in this Dashlet

Graph Height  Generic height for all RRD graphs in this Dashlet

Timeframe value Number of the given Timeframe type

Timeframe type Minute, Hour, Day, Week, Month and Year for all RRD graphs

RTC

This Dashlet shows the configured SLA categories from the OpenNMS Meridian start page.

Boost support false

Summary

This Dashlet shows a trend of incoming alarms in given time frame.

Boost support Boosted Severity

timeslot Time slot in seconds to evaluate the trend for alarms by severity and UEL

Surveillance

This Dashlet shows a given Surveillance View.

Boost support false

viewName Name of the configured Surveillance View

Topology

This Dashlet shows a Topology Map. The Topology Map can be configured with the following
parameter.

Boost support false
focusNodes  Which node(s) is in focus for the topology
provider Which topology should be displayed, e.g. Linkd, VMware

szl Set the zoom level for the topology
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URL

This Dashlet shows the content of a web page or other web application, e.g. other monitoring
systems by a given URL.

Boost support false

password Optional password if a basic authentication is required
url URL to the web application or web page
username Optional username if a basic authentication is required

3.4.3. Boosting Dashlet

The behavior to boost a Dashlet describes the behavior of a Dashlet showing critical monitoring
information. It can raise the priority in the Ops Board rotation to indicate a problem. This behavior
can be configured with the configuration parameter Boost Priority and Boost Duration. These to
configuration parameter effect the behavior on the Ops Board in rotation.

* Boost Priority: Absolute priority of the Dashlet with critical monitoring information.

* Boost Duration: Absolute duration in seconds of the Dashlet with critical monitoring
information.

3.4.4. Criteria Builder

The Criteria Builder is a generic component to filter information of a Dashlet. Some Dashlets use this
component to filter the shown information on a Dashlet for certain use case. It is possible to
combine multiple Criteria to display just a subset of information in a given Dashlet.

Table 5. Generic Criteria Builder configuration possibilities

Restrict Property Value Value Description

ion 1 2

Asc - - - ascending order

Desc - - - descending order

Between database String String Subset of data between value 1 and value 2
attribute

Contains database String - Select all data which contains a given text string in a given
attribute database attribute

Distinct database - - Select a single instance
attribute

Eq database String - Select data where attribute equals (==) a given text string
attribute
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Restrict Property

on

Ge

Gt

Ilike

In
Iplike
IsNull
IsNotNul

1

IsNotNul
1

Le

Lt

Le

Like
Limit

Ne

Not

OrderBy

@,
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database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

database
attribute

Value Value Description

1 2

String -

String -

String -

String -

String

String

String -

String -

String -

Intege -

String -

String -

Select data where attribute is greater equals than (>=) a
given text value

Select data where attribute is greater than (>) a given text
value

unknown

unknown

Select data where attribute matches an given IPLIKE
expression

Select data where attribute is null

Select data where attribute is not null

Select data where attribute is not null

Select data where attribute is less equals than (<) a given
text value

Select data where attribute is less than (<) a given text
value

Select data where attribute is less equals than (<) a given
text value

Select data where attribute is like a given text value
similar to SQL like

Limit the result set by a given number
Select data where attribute is not equals (!=) a given text
value

unknown difference between Ne

Order the result set by a given attribute

For date values, absolute value can be specified in ISO format, e.g. 2019-06-
20T20:45:15.123-05:00. Relative times can be specified by +seconds and -seconds.



3.5. JMX Configuration Generator

OpenNMS Meridian implements the JMX protocol to collect long term performance data for Java
applications. There are a huge variety of metrics available and administrators have to select which
information should be collected. The JMX Configuration Generator Tools is build to help generating
valid complex JMX data collection configuration and RRD graph definitions for OpenNMS Meridian.

This tool is available as CLI and a web based version.

3.5.1. Web based utility

Complex JMX data collection configurations can be generated from a web based tool. It collects all
available MBean Attributes or Composite Data Attributes from a JMX enabled Java application.

The workflow of the tool is:

1. Connect with JMX or JMXMP against a MBean Server provided of a Java application
2. Retrieve all MBean and Composite Data from the application

3. Select specific MBeans and Composite Data objects which should be collected by OpenNMS
Meridian

4. Generate JMX Collectd configuration file and RRD graph definitions for OpenNMS Meridian as
downloadable archive

The following connection settings are supported:

* Ability to connect to MBean Server with RMI based JMX
* Authentication credentials for JMX connection

* Optional: JMXMP connection

The web based configuration tool can be used in the OpenNMS Meridian Web Application in
administration section Admin - JMX Configuration Generator.

Configure JMX Connection

At the beginning the connection to an MBean Server of a Java application has to be configured.
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7 1. Service Configuration / 2. MBeans Configuration / 3. OpenNMS3 Configuration

M

Service name* | OpenMNMS-JVM

Host* | localhost

Port* | 18980

~ | Authentication
Skip JVM MBeans
~ | Skip non-number values

— | JMXMP

Figure 17. JMX connection configuration window

» Service name: The name of the service to bind the JMX data collection for Collectd

* Host: IP address or FQDN connecting to the MBean Server to load MBeans and Composite Data
into the generation tool

e Port: Port to connect to the MBean Server

» Authentication: Enable / Disable authentication for JMX connection with username and
password

* Skip non-number values: SKkip attributes with non-number values

» JMXMP: Enable / Disable JMX Messaging Protocol instead of using JMX over RMI

By clicking the arrow ( > ) the MBeans and Composite Data will be retrieved with the given
connection settings. The data is loaded into the MBeans Configuration screen which allows to select
metrics for the data collection configuration.

Select MBeans and Composite

The MBeans Configuration section is used to assign the MBean and Composite Data attributes to RRD
domain specific data types and data source names.
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? 1. Service Configuration / 2. MBeans Configuration / 3. OpenNMS Configuration

¥ O DefaultDomain

O HitpAdaptor

O HttpAdaptorMgmt
¥ O OpenhNMS

& Collectd

O Eventd

& JettyServer

0 Manager

O Provisiond

O Rted

O TestLoadLibraries
¥ O com.mchange.v2.c3p0

(0 C3PORegistry

O PooledDataSource[ 1bargl99a 1x3yndg 1j0gbuviddd328e]

¥ O java.lang
O ClassLoading
(O Compilation
¥ & GarbageCollector
¥ & PS MarkSweep
 LastGelnfo
¥ & PS Scavenge
& LastGelnfo
¥ O Memory
O HeapMemoryUsage

[0 NonHeapMemoryUsage

¥ ) MemoryPool
¥ O Code Cache

< >

MBean details

Name

selected

*  OpenNMS. JettyServer

Objectname  OpenNMS:Name=JettyServer

MBean Attributes
SELECTED NAME
HitpsConnectionsOpen
HitpConnectionsTotal
HitpsConnectionsTotal
HitpsConnectionsOpenl
HitpConnectionsOpen
HitpConnectionsOpenl
Status

ALIAS

OHtipsConnectioOpen

OHttpConnectioTotal

OHtipsConnectiTotal

OHttpsConnecOpenMax

OHttpConnectionOpen

OHttpConnectOpenMax

2Status

TYPE

gauge

gauge

gauge

gauge

gauge

gauge

gauge

Figure 18. Select MBeans or Composite Data for OpenNMS Meridian data collection

The left sidebar shows the tree with the JMX Domain, MBeans and Composite Data hierarchy

retrieved from the MBean Server. To select or deselect all attributes use Mouse right click -

select/deselect.

The right panel shows the MBean Attributes with the RRD specific mapping and allows to select or

deselect specific MBean Attriubtes or Composite Data Attributes for the data collection
configuration.

MBean details

selected

Name* | java.lang.MemoryPool

Objectname  Java.lang:type=MemoryPool,name=Code Cache

MBean Attributes
SELECTED

Figure 19. Configure MBean attributes for data collection configuration

Composite detalls

selected

NAME
UsageThresholdCount

CollectionUsageThreshi

ALIAS

3UsageThresholdCnt

3ColleUsageThresCnt

Alias*  PeakUsage
Name PeakUsage

Composite Members
SELECTED

(< << |

Figure 20. Configure Composite attributes for data collection configuration

NAME
committed

init

max

used

ALIAS

3PeakUsageCommit

3PeakUsagelnit

3PeakUsageMax

3PeakUsageUsed

TYPE

gauge

gauge

TYPE
gauge

gauge

gauge

gauge
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* MBean Name or Composite Alias: Identifies the MBean or the Composite Data object

» Selected: Enable/Disable the MBean attribute or Composite Member to be included in the data
collection configuration

* Name: Name of the MBean attribute or Composite Member
* Alias: the data source name for persisting measurements in RRD or JRobin file

» Type: Gauge or Counter data type for persisting measurements in RRD or JRobin file

The MBean Name, Composite Alias and Name are validated against special characters. For the Alias
inputs are validated to be not longer then 19 characters and have to be unique in the data collection
configuration.

Download and include configuration

The last step is generating the following configuration files for OpenNMS Meridian:

* collectd-configuration.xml: Generated sample configuration assigned to a service with a
matching data collection group

* jmx-datacollection-config.xml: Generated JMX data collection configuration with the selected
MBeans and Composite Data

» snmp-graph.properties: Generated default RRD graph definition files for all selected metrics

The content of the configuration files can be copy & pasted or can be downloaded as ZIP archive.

o If the content of the configuration file exceeds 2,500 lines, the files can only be
downloaded as ZIP archive.

3.5.2. CLI based utility

The command line (CLI) based tool is not installed by default. It is available as an RPM package in
the official repositories.

Installation

RHEL based installation with Yum

yum install opennms-jmx-config-generator

Installation from source

It is required to have the Java 8 Development Kit with Apache Maven installed. The mvn binary has to
be in the path environment. After cloning the repository you have to enter the source folder and
compile an executable JAR.

cd opennms/features/jmx-config-generator
mvn package
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Inside the newly created target folder a file named jmxconfiggenerator-<VERSION>-onejar.jar is
present. This file can be invoked by:

java -jar target/jmxconfiggenerator-2019.1.40-onejar.jar

Usage

After installing the the JMX Config Generator the tool’s wrapper script is located in the
${OPENNMS_HOME}/bin directory.

$ cd /path/to/opennms/bin
$ ./jmx-config-generator

O When invoked without parameters the usage and help information is printed.

w
The JMX Config Generator uses sub-commands for the different configuration generation tasks.
Each of these sub-commands provide different options and parameters. The command line tool
accepts the following sub-commands.

Sub- Description

command

query Queries a MBean Server for certain MBeans and attributes.

generate- Generates a valid jmx-datacollection-config.xml file.

conf

generate- Generates a RRD graph definition file with matching graph definitions for a given
graph

jmx-datacollection-config.xml.

The following global options are available in each of the sub-commands of the tool:

Option/Argume Description Defaul
nt t
-h (--help) Show help and usage information. false

-v (--verbose) Enables verbose mode for debugging purposes. false

Sub-command: query

This sub-command is used to query a MBean Server for it’s available MBean objects. The following
example queries the server myserver with the credentials myusername/mypassword on port 7199 for
MBean objects in the java.lang domain.
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./jmx-config-generator query --host myserver --username myusername --password
mypassword --port 7199 "java.lang:*"
java.lang:type=ClasslLoading
description: Information on the management interface of the MBean
class name: sun.management.ClassLoadingImpl
attributes: (5/5)
TotalloadedClassCount
id: java.lang:type=(ClassLoading:TotallLoadedClassCount
description: TotalloadedClassCount
type: long
isReadable: true
isWritable: false
isIs: false
LoadedClassCount
id: java.lang:type=(ClassLoading:LoadedClassCount
description: LoadedClassCount
type: int
isReadable: true
isWritable: false
isIs: false

<output omitted>

The following command line options are available for the query sub-command.

Option/Argument Description Defa
ult

<filter criteria> A filter criteria to query the MBean Server for. The format is -
<objectname>[:attribute name]. The <objectname> accepts the default
JMX object name pattern to identify the MBeans to be retrieved. If null
all domains are shown. If no key properties are specified, the domain’s
MBeans are retrieved. To execute for certain attributes, you have to
add :<attribute name>. The <attribute name> accepts regular
expressions. When multiple <filter criteria> are provided they are
OR concatenated.

--host <host> Hostname or IP address of the remote JMX host. -
--ids-only Only show the ids of the attributes. false
--ignore <filter  Set<filter criteria>to ignore while running. -
criteria>

--include-values  Include attribute values. false
-~ jmxmp Use JMXMP and not JMX over RMI. false
--password Password for JMX authentication. -
<password>

--port <port> Port of JMX service. -
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Option/Argument Description Defa

ult

--show-domains Only lists the available domains. true
--show-empty Includes MBeans, even if they do not have attributes. Either due to the false

<filter criteria> or while there are none.
--url <url> Custom connection URL -

<hostname>:<port>

service:jmx:<protocol>:<sap>

service:jmx:remoting-jmx://<hostname>:<port>
--username Username for JMX authentication. -
<username>
-h (--help) Show help and usage information. false
-v (--verbose) Enables verbose mode for debugging purposes. false

Sub-command: generate-conf

This sub-command can be used to generate a valid jmx-datacollection-config.xml for a given set of
MBean objects queried from a MBean Server.

The following example generate a configuration file myconfig.xml for MBean objects in the java.lang
domain of the server myserver on port 7199 with the credentials myusername/mypassword. You have to
define either an URL or a hostname and port to connect to a JMX server.

jmx-config-generator generate-conf --host myserver --username myusername --password
mypassword --port 7199 "java.lang:*" --output myconfig.xml
Dictionary entries loaded: '18'

The following options are available for the generate-conf sub-command.

Option/Argume Description Default
nt

<attribute id> A list of attribute Ids to be included for the generation of the -
configuration file.

--dictionary Path to a dictionary file for replacing attribute names and part of -
<file> MBean attributes. The file should have for each line a replacement, e.g.
Auxillary:Auxil.

--host <host>  Hostname or IP address of JMX host. -
--jmxmp Use JMXMP and not JMX over RMI. false

--output <file> Qutput filename to write generated jmx-datacollection-config.xml. -
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Option/Argume Description Default
nt

--password Password for JMX authentication. -
<password>

--port <port>  Port of JMX service -

--print Prints the used dictionary to STDOUT. May be used with --dictionary  false
-dictionary

--service The Service Name used as JMX data collection name. anyserv
<value> ice
--skipDefaultVM Skip default JavaVM Beans. false
--skipNonNumber Skip attributes with non-number values false
--url <url> Custom connection URL -

<hostname>:<port>
service:jmx:<protocol>:<sap>
service:jmx:remoting-jmx://<hostname>:<port>

--username Username for JMX authentication -
<username>

-h (--help) Show help and us